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USR-M100 Quick Start Guide with Azure

1. Introduction

USR-M100 is a high-performance and scalable edge IOT gateway. This device integrates edge collection,

data calculation, 10 collection and control, linkage control, data transparent transmission, data encryption and
other functions. M100 uses the Cortex-M7 core, with a main frequency of up to 400Mhz, supports both Ethernet
ports and LTECatl networks, making network communication methods more diversified. It supports
TCP/UDP/MQTT(S)/HTTPS(S) protocol, supports Modbus RTU/TCP conversion and Modbus/Json protocol data
reporting, also supports connecting to PUSR Cloud, Alibaba Cloud and AWS Cloud.

USR-M100 adopts an expandable design in structure, and can be combined by expanding modules with different
functions to better meet the needs of different scenarios for the number of 10s and communication interfaces,

making it convenient, fast and cost-saving.

2. Azure

USR-M100 supports connecting to Azure platform via MQTT, which can be achieved via simple parameter
configuration. At the same time, the device's edge computing and Azure functions support combined

configuration, which is very flexible and practical.
2.1. Basic Parameters

®Client ID: MQTT client identifier.

®Server Address: Azure MQTT connection domain name

®Cipher: Azure MQTT connection authentication password.

®Server Port NO.: Azure MQTT connection port, default to 8883, cannot be changed.

®KeepAlive: Heartbeat data sending interval after establishing MQTT connection.

®Reconnecting time without data: If MQTT PUBLISH data (application data) is not delivered to M100 within the set
time, the device will reconnect to Azure.

®Reconnection Interval: The time interval between a failed connection and the next attempt to connect.

®Clear session: MQTT protocol connection flag, used to control the lifetime of session.

I)LJSI{w pusr.com
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2.2. Publish Settings

®Topic: Publish topic name.
®Q0S: Message quality of published topics.
®Retained message: MQTT retains the message flag, which is used by the server to store this application

message and its quality of service (QoS).
2.3. Subscribe Settings

®Topic: Subscribe topics.

®QO0S: Message quality of subscribed topics.
3. Azure Connection Test
In this case, we will show how to connect M100 to Azure.

3.1. Preparations

®USR-M100*1

®RS485 serial to USB cable*1

®Ethernet cable*1

®12V/1A power adaptor*1

®DeviceExplorer tool (Software tools required for Azure platform testing, the installation package name is:

SetupDeviceExplorer.msi)

3.2. Azure Configuration

3.2.1. Login

1.Log in to Azure platform: https://azure.microsoft.com/en-us/products/iot-hub/

2.Sign in (If you do not have an account, please register one first)

« C % azuremicrosoft.com/en-us/products/iot-hub/ w e :

Azure loT Hub

Connect, menitor, and manage billions of loT assets.

Try Azure loT Hub free Create a pay-as-you-go account

Overview Features Security Pricing Getstarted Resources FAQ
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3.2.2. Create loT Hub

1.After login, create an IoT hub. Find “Create a resource” >" Internet of Things” >” loT Hub” , click “Create” .

€ > C 2 portalazure.com/#@1270766647qq.onmicrosoft.com/dashboard/arm/subscriptions/00794642-89dd-475e-a31a-e2eb1f29ce26/resourcegroups/dashboards/providers/microso... |

. e QB 0 R

~ Create a resource

A Home

Edl Dashboard Refresh /" Fullscreen | &2 Edit &3 Manage sharing v ‘O Manage history < Export v [} Clone @ Assigntags [i] Delete | & Feedback

All services |- L

% FAVORITES

All resources

(%) Resource groups
@ App Services

%> Function App
SQL databases
% Azure Cosmos DB
K3 virtual machines
€» Load balancers
= Storage accounts
<> Virtual networks
4 Microsoft Entra ID
™ Monitor

& Advisor

@ Microsoft Defender for
Cloud

@ Cost Management +
gilling

https://portal.azure.com/#create/hub

Microsoft Azure O Search resources, services, and docs (G+/)

Dashboard >

Create a resource

Get Started

Recently created
Categories

Al + Machine Learning
Analytics

Blockchain

Compute

Containers

Databases

Developer Tools
DevOps

Identity

Integration

IT & Management Tools
Media

Migration

https://portal.azure.com/#
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| R Search services and marketplace

Popular Azure services See more in All services

loT Hub
Docs | MS Learn

o

loT Central application
Create | Docs | MS Learn

w9y loT Hub Device Provisioning Service
: Create | Docs | MS Learn

Azure Digital Twins

Create | Docs | MS Learn

Time Series Insights
Create | Docs | MS Learn

Azure Stack Edge
Create | Docs | MS Learn

Event Grid Topic
Create | Docs

BeOeBO

Function App

hy
7

Pl
# Getting Started? Try our Quickstart center

Popular Marketplace products See more in Marketplace

L /4
ul

Azure Blob Storage on loT Edge
Create | Learn more

Azure SQL Edge Developer

Create | Learn more

Usage-based plan
Set up + subscribe | Learn more

OPC Publisher

Create | Learn more

loT Edge Metrics Collector
Create | Learn more

YOLOv3 gRPC-CPU Extension

Create | Learn more

Free
Create | Learn more

Small EJBCA SaaS Deployment with Azure KeyVat
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2. InloT hub interface, fill in below information.

Subscription: Select the subscription that needs to be used to create this loT Hub.

Resource Group: Create a resource group to host the 10T hub, or use an existing resource group. Fill in this
field with an appropriate name.

IoT Hub Name: Custom 10T hub name, the name is unique. If the entered name is available, there will be a
green prompt.

Region: Select the appropriate regional ID according to your region.

Tier: Fee packages, choose according to your needs.

All services > Create a resource >

loT hub

Microsoft

Basics Networking  Management  Add-ons  Tags  Review + create

Create an loT hub to help you connect, monitor, and manage billions of your 10T assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources.

Subscription * (@ | Azure 1Jj8] 1 v |

Resource group * | USR-M100-Test .3 |

Create new

Instance details

IoT hub name * (@ I USR-M100 \/I
Region * @ | East Asia v |
Tier * | Free v |

ﬂ Free trial explores the app with live data. Trials cannot scale or be upgraded
later.

Compare tiers

Daily message limit* © | 8,000 (US$0/month) v

‘ < Previous || Next: Networking > ”

3.Keep clicking “Next” until you goto “Review + Create” , confirm the creation information then click “Create” .

PUSR’ pusr.com
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All services » Create a resource >

loT hub

Microsoft

Basics  Networking Management  Add-ons  Tags  Review + create

Pricing
loT hub US$0 UsD
per month
Change basics
Add-ons total Change add-ons
Basics
Subscription Azure 1J[5] 1
Resource group USR-M100-Test
loT hub name USR-M100
Region East Asia
Disaster recovery enabled Yes
Tier Free
Daily message limit 8,000 (US$0/month)
Netwarking
Connectivity configuration Public access

\ < Previous: Tags ‘| Next > | Automation options

4.You can check the creation progress in the "Notifications" window. After the creation is completed, register the
device.

5.To facilitate subsequent testing, the created resources can be added to the dashboard manually.

= _ i e i e A -

Create a resource

+
‘ﬂ' Home & Pig
B4l Dashboard

= All services O Refresh L Exportto CSV %5 Open query B Assigr

% FAVORITES

All resources

[4] Resource groups

bscription equals all Resource group equals all X Type equals all X o Add filter M More (1)

2 2 Changed resources 9 0 Unsecure resources No grouping v ‘ ‘ == List view v~

& App Servi
& App Services Type Ty Resource group T4 Location Ty Subscription Ty

47> Function App )
5-cc9759de5435 (yf) Shared dashboard dashboards East Asia Azure 1T 1 ULy

SQL databases .
loT Hub USR-M100-Test East Asia Azure 1T 1 E

Azure Cosmos DB

3

Virtual machines

Load balancers

n & e

Storage accounts
4> Virtual networks
‘9 Microsoft Entra ID
@ Monitor

@ Advisor

0 Microsoft Defender for
Cloud

(ﬁ, Cost Management +
Billing | i G . . . R~
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More

[ 2% usr-m100 IoT Hub USR-M100-Test East Asia Azure 3T 1 -
7 Pin to dashboard

¢ Add to favorites
& Edittags

O open in mobile

Pin to dashboard X Notifications

Type ©
@ Private
O Shared

Dashboard name *

[ USR-M100-Test =

No new notifications from this session

More events in the activity log

Create and pin |

3.2.3. Register Device

To run device-related examples, you need to register the device information into the loT hub first, and then the
device can connect to the IoT hub. In this example, the DeviceExplorer tool can be used to register the device.
1.Get the shared access policies in IoT hub.

a.Find the created IoT hub in the dashboard. Click it.

PUSR’ pusr.com
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= Microsoft Azure P Search resources, services, and docs (G+/) -

USR-M100-Test v

Private dashboard

+ Create $ Upload O Refresh ,/ Full screen / Edit G Share i Export v [D Clone @ Assign tags @ Delete ,0? Feedback

Auto refresh : Off Last updated: a few seconds ago

. USR-M100
k 0T Hub

b.In “Security Settings” , choose “Shared access policies” , click “iothubowner”, find the “Primary connection

string” , click the “Copy” button to get the key.

= Microsoft Azure L Search resources, services, and docs (G+/) -

Dashboard > USR-M100 iothubowner %
USR-M100 | Shared access policies » UM
loT Hub
® Regenerate primary key (2) Regenerate secondary key H Swap keys
| P Search | «  Shared access policies may be us¢
Primary key
B File upload *  Connect using shared access po ‘ o | i)
“ Failover & save D 9 Secondary key
@ Pricing and scale Allow ‘ @ | g}
Hi Properties Deny Primary connection string
" @
& Llocks ‘ L'E
Manage shared access policies Secondary connection string
o Identity
Permissions
Shared access policies Policy Name . B
4> Networki .
el \:‘ iothubowner Registry Write
A Centificates

pd Service Connect

service o .
Defender for loT B4 pevice Connect
@ Overview

U Security Alerts egistryRead

= Recommendations

f] Settings

Monitoring

2.0pen DeviceExplorer tool to create the device.

®0pen DeviceExplorer, paste the copied key into the tool's “Configuration--1oT Hub Connection String” interface.

Then click “Update” to update the configuration of the locally connected loT hub.

PUSR’

pusr.com
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&5 Device Explorer Twin

Configuration Management Data Messages To Device Call Method on Device

Connection Information

_loT Hub Connection String:

HostName=UZ. woicoias
devices.netSharedAccessKeyName=iothubowner.SharedAccessKey= 10 ||

Protocol Gateway HostName:

1
[ o] 2

Shared Access Signature

Key Name igthubowner
Key Value | JWI0qqumUN/Z/GUALEIISXK7cdBM7ONS+Alo TND3i24=
Target |USR-M100.azure-devices.net
TTL (Days) [365 = Generate SAS

® In “Management” , click “Create” to create the device.

8 Device Explorer Twin == O X
Configuration Data Messages To Device Call Method on Device
Actions
Refresh Update Delete SAS Token. | | TwinProps.
Devices
Total: 0

Create Device
Filter:

Id

% Device Created

ID=deviceEbE661 aceafl47342b84acbod80bd037
PrimaryKey=LZZxnvBGDGpb1 doBi GtF4KkX16E X BEILmGUZFALIYT=
SacondaryKey=18XQSWPQEY 0 EZF3D1AS7i5H0 K3 s 1 noCp gclrxhA=

Device ID:

Primary Key:

Secondary Key:

| Eluto Generate ID | E Auto Generate Keys

| [ Create || [ Cancel |

pusr.com
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® Choose “SAS Token...” button, In the pop-up dialog box, fill in the validity period in "TTL (Days)". Here we take
10 as an example. Click the "Generate" button to generate the connection password and find the
"SharedAccessSignature=" field, copy and save the string information after the equal sign. To simplify our

next configuration, please do not close this interface first.

B Device Explorer Twin = O X

Configuration Management Data Messages ToDevice Call Method on Device

Actions
Create Refresh Update Delete SAS Token... Twin Props. |
Devices ¥ sAsTokenForm
Total: 1
Filter: DeviceID |devi 0e5bBE61 aeeaf04734abB4achodBebdiar vi

DeviceKeys |LZZxnvBGDGpb1doBiGtF4KkE16B XBE3LnGUZFALSYY= | bnStrir ConnectionSt

TIL (Days) |10

HostHame=USE-MI00. azure—

devices. net;Deviceld=deviceSbB661 seeafll4734abB4aehcdBobd03T
cessSignature=pharedhccessSignature sr=USE-M100. azure—devices. net®
2Fdevices¥ZFdevi ceShi661 2eeaf4734abB4aebedBebd3 =1 z=0hVE
2ES14ehpbs U9 TwXz3dz4brwphp tRAvkaylUi01 sg¥3D&se=1 714121683

3.3. Device Configuration

In the webpage of M100, configure parameters in “Cloud Service--AZURE loT"” interface.

Client ID: Fillin the Deviceid created in DeviceExplorer.

Server Address: Fill in the HostName shows in DeviceExplorer. You can also find it in
“Configuration--Target” of DeviceExplorer.

Cipher: fill in the copied string information after the "SharedAccessSignature=" field in DeviceExplorer.

Server Port NO.: Default to 8883, cannot be changed.

(,?MEPUSR? pusr.com
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% USR 10T
Communication Expert of Industrial loT

> Status
AZURE loT Cloud
> Network
- Supports connecting to AZURE public platform to achieve remote data monitoring and device management.
> Port

> Gateway

Publish

Subscribe

z Basic configuration
~ Cloud Service

USR Cloud

Enable Service  Enable b DeviceID |dovi ooBba661 aceaf4734abBtacho4shdnaT i

Alibaba Cloud

i, N I Deri asfeys | Lisanb61Ggb i GERATHK 60 A6 LaGUZEATIT= =

AWS loT

- T Gy 10 S|
AZURE loT Server Address (IP)  USR-M100 azure-devices net \

e

5 G USEAL00. azure
L Cipher  SharedAccessSignature sr=USR. de = bageL eSha
s ionature sr=USEHHO0. aruredevises. net¥oFdavisesk
(2P devi ce5t866 1 aee afD4 734al4asbodBchAN3Tasi s-LENUHINES
ServerPortNO. 8883 [ZBQH VA o kY=Y 2y BHC Y IOy pPHLIAD b1 714121516

KeepAlive 60 (30~1200)s

Ganerate | Deme
Reconnecting time Without Data 0 (0~65535)s
Reconnection Interval 5 (1~65535)s

Clean session

SSLCerselection  Default Certificate v

SavesApply

3.4. Data Transmission Test

3.4.1. Transparent Transmission

1.After configuring the MQTT server parameters, click “Continue” to configure the topics.

> USR 10T

Communication Expert of Industrial loT

> Status

> Network

> Port

> Gateway
USR Cloud
Alibaba Cloud
AWS loT

AZURE loT

> System

Jinan USR 10T Technology Limited. http://www.pusr.com

2.Enable “Publish topic” in “Publish” ,the publish topic will be filled automatically by M100. Same with

Subscribe topics.

pusr.com
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5 USR 10T

Communication Expert of Industrial loT

> Status

> Network

> Port

> Gateway
USR Cloud
Alibaba Cloud
AWS loT

AZURE loT

> System

> USR 10T

Communication Expert of Industrial loT

> Status

USR-M100 Quick Start Guide with Azure

AZURE loT Cloud

> Network

ic configuration I Publish Subscribe

Custom mode Disable v @

Publish topic

Transmission Mode Transparent fransmission ve

Topic String devices/device5h8661aeeaf0473

Binding port  |[Port 1,

Qos QOSs0 v

Retained message [

10 Control/Query (]

Supports connecting to AZURE public platform to achieve remote data monitoring and device management.

> Port

> Gateway

2 Basic configuration
Vv Cloud Service

USR Cloud
Alibaba Cloud
AWS loT
AZURE loT

> System

Subscribe topic

Publish Subscribe

Transmission Mode Without Topic ve
Topic String devices/device5b8661aeeaf0473
Bincing port
Qos QOSs0 v

10 Control/Query (]

Save&Apply

3.If you have connected serial RS232/RS485 devices to M100 device, also need to configure the serial parameters

of M100 to be consistent with your device.

PUSR
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% USR 10T
Communication Expert of Industrial loT

> Status

> Network
Data transmission parameter configuration

scrinG

Uart2
Port Socket
Websocket
~ Gatewa
MQTT Gateway
) Databits & v bit
Edge Computing
10 Fuction Parity None e
> Cloud Service Stop bits 1 %
> System
Flow ctrl NONE b
UART Packet Length 0 (0~1460)bytes
UART Packet Time 0 (0~25%)ms
Sync Baudrate(RFC2217) ON v

Enable Uart Heartbeat ]

SavesApply

4. Here we connect the RS485 port of M100 to the PC via RS485 to USB cable. After the MQTT connection is
established, we can achieve the data transmission between Azure and M100 serial port. Currently, Azure
requires DeviceExplorer tool to achieve data receiving and sending debugging.

5. Receive data: Open the “Data’ interface of the tool, choose the correct device ID, click “Monitor’ to receive the

data from M100.

= : Commllart Assistant
COM Settings Data receive SAVAGE V4 2.1
Configuration Managsmen{ Messages To Device Call Method on Device ol |COMZE 7]
Monitoring G S
oewy [ ]
Event Hub: |USR—MWDG ] DataB ,—4]
StopB |1 -

Device ID:  device5b3661aeealli4734abB4aebed8cbdi37

- @ Cose
Start Time: [T 04/16/2024 17.04.0¢ B~ —I

Reev Options
I~ Receive to file

P
Cancel Clear [] Show system propertes W Show timestanp

™ Eeceive ax hex

Consumer Group:  $Default [ Enable

[~ Panse receive

Event Hub Data . i
Receiving events... e s
2024-04-16 17.04:17> Device: [device5b8661aeeall4734abé4aebc4Bcbd037). Data[data sent from M100]
2024-04-16 17:.04:18> Device: [deviceSb8661aeealld 734abB4aebedBebd037], Data [data sent from M100]
2024-04-16 17.04:20> Device. [deviceSb8661aeealld734abB4aebed8cbd037] Data [data sent from M100]
Send Options
™ Data from £ile ..
to checksan
I~ huto™vlgsr input
[ Send as hex = 10C0e 2RXDe 3TXD@ 4DTA® SGND@® BDSA® 7ATSe BCTSe 3SRle
I” Pariod [1000 5 [d0 sent frem Mi00
Load Clear Send
|§ CON Settings " Send: 225 Focv: 876  _ Reset |

6. Send data: In “Messages To Devices” interface, choose the correct device ID, fill in the message needs to send,

click “Send” . We can receive the data on the serial port of M100.

PUSR’ pusr.com
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Commllart Assist

¥ Device Explorer Twin

COM Seltings Data recenve SAVAGE V21

Configuration | M Data ToDevice | Call Method on Device Poatium |00M5 <] | [[2024-04-16 17:05:28:013] 20240416 17:05-27 ~ hallo W00

T [2024-04-16 17:05:33:361 ] 2024-04-16 17:05:31 — hello MIDD

Send Message fo Device: BaudR - [2024-04-16 17:06:35:612] 2024-04~16 17:05:34 - hello MI00
DPaty |NONE gy >

loT Hub:  [USR-M100 . mE =l
Device ID | deviceSbb61aeeall4 T34 abidaebedebd0d7 ] / P T
Message hello M100 I f= @
Clase
M Add Time Stamp ] Monitor Feedback Endpoint -

— ;

Properties  System Properties r" Options "

[ Receive to file ..
Key Value -

: ¥ Shev timesten

™ Recaive as hex

™ Pause receive

Save . Clewr
QOutput
Sentto Device I0r [device5b8661aeealli4734ab84aebe4Bebdl37], Message"2024-04-16 17:05:27 - hello M100", Send Opti
message Id: 8ad38M8-1782-416b-91e3-1dbib5a%4abb . -
Sentto Device IO [device5b8661aeealli4734ab84aebe4Bebd037). Message"2024-(4-16 17.05:31 - hello M100”, I Data from Eile ...
message Id 5b25508e-dc12-42c5-ad2f-963b95¢c5ceb? I~ Aute checksum
Sent to Device ID: [device5b8661aeeall4734ab84aebedlBcbdl37]. Message "2024-04-16 17:05:34 - hello M100", I~ Auto slewr imgut
SISSSA0N c\ NNRCRate o0 11T RIER TIOR3 10C0® 2RMe 3TXDe 4DIE® SGNDe GDSRe 7AISe SCise SAIe
Sentto Device ID: [device5bB661aeealD4734abB4aebcdBebdl37]. Message "2024-04-16 17.05.36 - hello M10C, 1™ Send as bhex AptE 1B1S
message Id: fice2ebb-82dc-4cab-a2f1-866c69e5564 [~ Period [1000 ms  [304 " Cont from MIOO
Load Cleaar i
|& Rasdy! i Send: 225 Recv: 972 _ Resot | |

3.4.2. Edge Computing

With edge computing function, M100 can read the serial Modbus RTU data and |0 status automatically, and
convert the response Modbus RTU data to JSON format, then send to the MQTT broker.
1.Enable "Edge Computing” function, configure the Modbus data points according to your serial device. Here

you can also add the |0 template to read the 10 status of M100.

> USR IOT

Communication Expert of Industrial loT

‘ Meodbus TCP and other general industrial protocol conversion

> Status
> Network SETTING
> Port
Edge Computing Data Acquisition Data Query and Report Linkage control
MQTT Gateway Choose file Export.. @

Edge Computin
last: 126 nodes@

10 Fuction

No. Namell Point Slave Operations No.  Namell Register Data Operations
Sourcell addrll addressTl typell

uint16 Edit
Delete|

2 n0de0102 40002 ik
Add slave —

> Cloud Service

> System

2. Change the data channel to AZURE IoT, enable data query/set function, topics will be filled automatically by

M100.

PUSR’ pusr.com
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ﬁ USR 10T
Communication Expert of Industrial loT

Linkage control

Data Acquisition

Edge Computing

Data Query and Report I
—

> Status
> Network
Data channel
> Port
MQTT Gateway Data Query/Set

Edge Computing

Data Query/Set  Enable v

10 Fuction
S Cloud Service Query or Set type ModbusRTU v
> System Query or Set Topic  devices/devicebb8661aceaf0473
Qos Qoso v

Respond Topic devices/devicebb8661aeeaf0473

Qos Qoso v

Retained message

Data Report of nodes

Reporting method ~ Enable v

Report Topic devices/devicebb8661aeeaf0473

Qos QOs0 ¥

Retained message

Periodic reporting

AP o] 3 m sennm..

Data Report of nodes
Reporting method Enable 4
Report Topic devices/device5b8b61aeeaf0473
Qos Qoso ¥
Retained message
Periodic reporting
Reporting interval 5 (1~36000)s
Reporting on regular  [C] (Start NTP first)
Failure Padding [}

Quotation Mark [

Report Agreement

{"Current™"node0101","Voltage™"

Json templat
PORISMPEE  hoda0102)

4 @ (<2048 bytes)

3.Here we simulate a serial Modbus RTU device using Modbus Slave software. When we click “Monitor” in

DeviceExplorer tool, we can receive the JSON format data from M100 device.

+cPUSR’ pusr.com
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@ Device Explare
| - . File Edit Connection Setup Display View Window Help
C M: Data M ges ToDevice Call Method on Device DEEE = |25 7%
Monitoring

Event Hub ‘U__SR'WW |

'mqttretain’. true’

[T ] 000
Device ID.  device5b8661aseafld734abidaebedBcbd037 5 =
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12024-04-16 17:.09:59> Device: [device5b8661aeeaf4734ab84aebc48cbd037], Dataf[{"Current™:35,"Voltage™46}]
Properties:

‘mgtt-retain’. "true’

12024-04-16 17:10:04> Device: [device5b8661aeeafl4734ab84aebc48cbd037). Data[{"Current" 35."Voltage™ 46}]
Properties:
‘mgtt-retain’: "true’

12024-04-16 17:10:09> Device: [device5b8661aeeafl4734ab84aebcd8cbd037), Data|[{"Cumrent".35,"Voltage™ 46}]
Properties:
'mqtt-retain”: ‘frue’
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