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1. AWS loT

USR-N5X0 supports connecting to AWS loT platform via MQTT, which can be achieved via simple MQTT and

SSL parameter configuration.
1.1. Basic Parameters

® MQTT Version: Supports MQTT-3.1 and MQTT 3.1.1.

® C(Client ID: MQTT client identifier.

® Server Address: MQTT server domain name or IP address.

® Remote Port NO.: MQTT server port.

® Reconnection Internal: The interval between the current connection failure and the next MQTT connection.

® Last Will: MQTT connection flag. When the network connection is closed, the server must publish this will
message.

® SSL protocol: Supports TLS1.0 and TLS1.2 versions, and the authentication mode can choose none

certificate authentication, CA signed server and self signed certificate.
1.2. Publish Settings

® Topic: Publish topic name.
® (QOS: Message quality of published topics.
® Retailed message: MQTT retains the message flag, which is used by the server to store this application

message and its quality of service (QoS).
1.3. Subscribe Settings

® Topic: Subscribe topics.

® (QOS: Message quality of subscribed topics.
2. AWS Connection Test

In this case, we will show how to connect USR-N5X0 to AWS.
2.1. Preparations

® USR-N5X0*1
® RS485 serial to USB cable*1

® FEthernet cable*1

I)l.JSl{F pusr.com
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® 12V/1A power adaptor*1
2.2. Configuration of AWS

2.2.1. Login

1. Login https://www.amazonaws.cn/en/

2. Login to the account. If you do not have an account, please create one firstly.

Sign in as |AM user

Account ID (12 digits) or account alias
IAM user name

Password Forgot password?

Remember this account A m a ZO n G U a rd D u ty
“ R URHS SN 2 T

Create a new Amazon Web Services account

3. Find loT Core in Internet of Things.

| Q
All services
Internet of Things

7| Analytics
o X loT 1-Click
Boplatc Iiie pration Trigger AWS Lambda functions from simple devices
« Blockchain

loT Analytics

Collect, preprocess, store, analyze and visualize data of loT devices

Business Applications

Cloud Financial

i s0ement loT Core

Compute Connect Devices to the Cloud
Containers .
loT Device Defender
Customer Enablement Secure your fleet of connected loT devices
Database -
loT Device Management
Developer Tools Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices
End User Computing
5 loT Events
Front-end Web & Mobile Detect and respond to events from loT sensors and Industrial loT equipment
7% Game Development
AWS loT FleetWise
Easily collect, organize, and transfer vehicle data to the cloud at scale.
Machine Leaming
loT Greengrass

Deploy and run cade on your devices

5| Management &
Governance

4 Media Services

loT SiteWise

Migration & Transfer Data driven dedisions in Industrial operations

7 Networking & Content

Bel loT TwinMaker
elivery

Easily create digital twins of real-world systems to optimize operations
42 Quantum Technologies

% Robotics

PUSRm pusr.com
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2.2.2. Create Things and Certificates

1. In Manage->All devices->Things, click Create things to add the device.

Amazon loT X AmazonloT » Manage > Things

‘ Advanced search H Run aggregations

Monitor Things (18) nfo

An 10T thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with Amazon loT.

Cannect Q Filter things by: name, type, group, billing, or searchable attribute. 1 ®
Connect one device
» Connect many devices O Name Thing type
(] USR-M300 type_none
Tt O 410s_RT_H7_2
MQTT test client
0
O type none
w All devices O USR-M100-PUSR -
O 570-sgb-test -
Thing groups
0 540-4-test type_none
Thing types
Fleet metrics O W610test -
» Greengrass devices i3 A R
Soft ki N .
OIwRE PRckages: New 0 things selected N

» Remote actions ad

2. Choose Create signal thing, fill in the Thing name and Thing type, here we configure the thing name to
"USR-N5X0-Test"” , configure the thing type to “type_none” .

Amazon loT » Manage » Things > Create things

Create things e

A thing resource is a digital representation of a physical device or logical entity in Amazon loT. Your device or entity needs a
thing resource in the registry to use Amazon loT features such as Device Shadows, events, jobs, and device management
features.

Number of things to create

© Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to
Amazon loT.

(O Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to Amazon loT.

Cancel

PUSR pusr.com
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AWS IoT » Manage » Things » Create things » Create single thing

Step 1
Specify thing properties

Step 2 - optional

Configure device certificate

Step 3 - optional

Attach policies to certificate

Specify thing properties i
A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thir
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Thing properties info

Thing name

USR-N5X0-Test

Enter a unigue name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things

¥ Thing type - optional
Thing types are an optional way ta store description and configuration information that is common to things that have the same thing type.

Thing type

type_none v |‘ Clear | ‘ Create thing type

Add searchable attributes to allow your thing to be grouped and searched without using fleet indexing.

No searchable attributes are associated with the selected thing type.

No searchable attributes are associated with the selected thing type.

» Non-searchable thing attributes - optional
» Thing groups - optional
» Billing group - optional

» Packages and versions - optional

Device Shadow info
Device Shadows allow connected devices to sync states with Amazon Web Services. You can also get, update, or delete the state
information of this thing's shadow using either HTTPs or MQTT topics.

© No shadow

() Named shadow
Create multiple shadows with different names to manage access to properties, and logically group
your devices properties.

(O Unnamed shadow (classic)
A thing can have only one unnamed shadow.

Cancel

Next, choose Auto-generate a new certificate, you can also choose others if you have your own certificates.

Then click Next.

PUSR
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Step 1

Configure device certificate - optional i

A device requires a certificate to connect to Amazon loT. You can choose how to register a certificate for your device now, or

S you can create and register a certificate for your device later. Your device won't be able to connect to Amazon IoT until it has
ep 2 - aptional

an active certificate with an appropriate policy.

Configure device certificate ERECE BOICY

Step 5 - optional Device certificate
Attach policies to certificate

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using Amazon loT's certificate authority.

(O Use my certificate
Use a certificate signed by your own certificate authority.

(O Upload CSR
Register your CA and use your own certificates on one or many devices.

(O Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.

Cancel

4. Do not create policies, directly click Create thing. Then it will show the certificates interface. Download the

certificate and key files, then click Done to back to the things interface.

Seep

Specify thing properties

Attach policies to certificate - optional i+«

Amazon loT policies grant or deny access to Amazon |oT resources. Attaching policies to the device certificate applies this

access to the device.
Step 2 - optional

Configure device certificate

Policies (21)

Select up to 10 policies to attach to this certificate.

Create policy [4

Q 1 2 > @&

Step 3 - optionat

Attach policies to certificate

Name

sgb-default

peng-test

myh_510
aws_test_strategy
We10test
USR-N510
USR-M300
USR-M100
USR-M00-PUSR
N540-Test

N510-AWS

Cancel

PUSR pusr.com
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X

Download certificates and keys

Download certificate and key files to install on your device so that it can connect to
Amazon Web Services.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
Amazon loT.

Device certificate
b5160b9bfa2...te.pem.crt

Deactivate certificate ‘ ¥ Download

Key files
The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

/A Thisis the only time you can download the key files for this certificate.

Public key file M Download
b5160bObfa2ed72c6b63bea...0592a85-public.pem.key

Private key file ] Dowalgad
b5160b9bfazed72c6b63bea.. 592285 private.pem key

Root CA certificates

Download the ract CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint M Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint [ Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, Amazon loT supports
additional root CA certificates. These root CA certificates and others are available in our
developer guides. Learn more [4

2.2.3. Create Policies

1. In Manage->Security->Policies interface, click Create policy.

Test AmazonloT » Security > Policies

MQTT test client

Amazon loT policies (21) info C

Amazon 10T policies allow you to control access to the Amazon loT Core data plane operations. Amazon IoT policies are separate and different from IAM policies. Amazon loT policies apply only to Amazon
10T data plane operations.

» All devices
Q, Find policies 1 &
» Greengrass devices
Software packages New O Policy name v
» Remote actions

O W610test

v

Message routing

Retained messages USR-N510

Intro

USR-M100
Certificates

0O USR-MOO-PUSR

Certificate authorities [} sgb-default
Role aliases 2
O peng:test
Authorizers
» Audit 0 new
» Detect O N540-Test
0 N510-AWS

2. Fill in the Policy name, add new statement in Policy document. There is a default statement which can be
directly operated.

3. Add 4 policies: iot:Connect, iot:Publish, iot:Receive, iot:Subscribe.

4. Policy resource format: arn:aws:iot:region:AwWS-account-ID:Resource-type/Resource-name,
AWS-account-ID is your account ID of AWS.

5. Then click Create to create the policies.

PUSR pusr.com

www.pusr.com



https://www.pusr.com/
https://www.pusr.com/

USR-N5XO0 Quick Start Guide

Create policy e

AWS IoT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties

AWS loT Core supports named policies so that many identities can reference the same palicy document.

Policy name

USR-N5X0-Test

A poliey name is an alphanumeric string that can also contain period (), comma (), hyphen(

underscore (), plus sign (#), equal sign (=), and at sign (@) characters, but no spaces.

» Tags - optional

Policy statements Policy examples

Policy document info

An Amazon loT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.

Policy effect Policy action Policy resource

‘ Allow v | ‘ jot:Connect v ‘ |am;aws‘iotcn—nurth—1:54428422973.cl;ent/' ‘ ‘ Remove ‘
‘ Allow v | ‘ jot:Publish v ‘ |arn:aws:iot:cn-nurth-l:944234229783:topi:/‘ ‘ ‘ Remove ‘
‘Aliuw v | iotReceive v ‘ arm:awsiotcn-north-1:944284229783 topic/* ‘ ‘ Remove ‘
‘Al{ow v | iot:Subscribe v ‘ arn:awstiot:cn-north-1:944284229783: topicfilter/* ‘ ‘ Remove ‘

Add new statement

2.2.4. Attach Polices to Certificate

1. We have bound certificate and the thing when creating the device, so we can directly find the device in

Manage->All devices->Things, click Certificates in USR-N5X0-Test.

AWS IoT » Manage » Things » USR-NSXO-Test

Connect

| USR-N5X0-Test e | Create secure tunnel H Edit H Delete

Connect one device

» Connect many devices

Thing details

Test
Name Type
» Device Advisor i
USR-N5X0-Test type_none
MQTT test client
ARN Billing group
Device Location New )
arm:awsiic thing/USR-N5X0-Test

Manage

¥ All devices

Attributes Thing groups Device Shadows Activity Packages and versions | Jobs Alarms Defender metrics

Thing groups
Certificates (1) ifo

Create certificate

Thing types
The device certificates attached to this thing resource.
Fleet metrics
» Greengrass devices ‘q Find certificates ‘ 1 &
» LPWAN devices
Software packages New L] Certificate ID A Status v
» Remote actions |D [ R = el S e e 60d @ Active |

2. Find Polices under certificate, click Attach policies, choose the polices you have created.

Policies Things Noncompliance

Policies (0) info

Attach policies |

Amazon loT policies allow you to control access to the Amazon loT Core data plane operations.

Name

No policies

You don't have any policies attached to this certificate.

PUSR pusr.com
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Attach policies to the certificate X
bacfl In [ 09522

0b8 160d.

Policies

Choose policies to attach to this certificate. The certificate can have up to 10 policies attached to it

C

Choose AWS loT policy v

USR-N5X0-Test X

Cancel

2.2.5. Obtain Product Information

1. Client ID is the Things name of the device, you can find the device name in Manage->All devices->Devices.

Things (48) nfo | Advanced search | ‘ Run aggregations ‘

An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to wark with AWS IoT.

| Q, Filter things by: name, type, group, billing, or searchable attribute. 1 {D)

O Name Thing type

O USR-N5X0-Test type_none

2. Find the server domain address that N5X0 device needs to connect in Settings, port defaults to 8883.

MQTT test client AmazonloT  Settings

Manage @ Logging now supports JSON logs and fine-grained control. Upgrade

By upgrading, logging has four levels of log verbosity and roles can be specific at the account-level.

¥ All devices

Things .

i G Settings e

Thing types

Fleet metrics Device data endpoint info Cc
» Greengrass devices Your devices can use your account's device data endpoint to connect to Amazon Web Services.

Software packages New

» Remote actions Each of your things has a REST API available at this endpoint. MQTT clients and Amazon loT Device SDKs [4 also use this endpoint.
» Message routing Endpoint
Retained messages awwisOu7xuagf.ats.iot.cn-north-1.amazonaws.com.cn
» Security
Domain configurations info Create domain configuration

Device software

You can create domain configurations to simplify tasks stich as migrating devices to Amazon loT Core, migrating application infrastructure to Amazon IoT Core and maintaining brand identity.

Billing groups
Settings Name Domain name Status Service type Date updated

Feature spotlight

- No domain configurations
Documentation
& You don't have any domain configurations.

2.3. Device Configuration

1. Enable AWS IoT Service.
2. Configure the Client ID, Remote port 8883 and Server address.
3. Add the SSL certificates, configure the SSL protocol to TLS1.2, Verify All. Upload the RootCA1l.pem,

certificate.pem.crt and private.pem.key files.

PUSR’ pusr.com
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5 USR 10T

Communication Expert of Industrial 10T

USR-N5X0 Quick Start Guide

Overview

> Network

> Port
MQTT Gateway
Edge Computing
USR Cloud
Alibaba Cloud

v System
System Setting
Management

Log

Basic configuration Publish Subscribe

Enable Service

Client ID

Server Address (IP)

Server Port NO.

Keepalive Interval

Reconnecting time Without Data

Reconnection Interval

Clean session

SSL protocel

Upload Server CA

Upload Client CA

Upload Client Private Key

Enable v

USR-N5X0-Test

awwisOuTxuagf ats. ot cn-north-1

8883 {1~65535)

60 (30~1200)s
0 (0~65535)s
5 (1~65535)s

(m]
TLS12 v Verfy All v

Err—

Uploaded certificate: AmazonRootCAT (2).pem

T —

Uploaded certificate: 78daf09: daeeBc
&97 1d60d-certificate.pem.crt

T e— T
Uploaded certificate: bi see8c

d-private pem.key

SavesApply

After above configurations, click Save&Apply to take the parameters effect.

2.4. Data Transmission Test

2.4.1. Transparent Transmission

1.

Jinan USR 10T Technology Limited. http://www.pusr.com

After configuring the MQTT server parameters, click “Continue” to configure the topics. Enable Publish

topic1 in Publish, configure the publish topic in topic string.

PUSR

WWW.pusr.com

Basic configuration Publish

Subscribe

Custom mode Disable

Publish topict

Transmission Mode

Transparent transmission v@

Topic String /PubTopicl |
Binding port  |Port 1, |
Qos Qoso .
Retained message [

Publish topic2 [

SavedApply

pusr.com
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2. Enable Subscribe topic1 in Subscribe, configure the subscribe topic in topic string.

Basic configuration Publish

Subscribe topict

Transmission Mode Without Topic v @

Topic String 1SubTopicl

Binding port  [Port 1,

Qos Q0s0 ¥

Subscribe topic2 [

Save&Apply

3. Also need to configure the serial parameters of USR-N5X0 device to be consistent with your serial

RS232/RS485 device.

& USR 10T
Communication Expert of Industrial loT

Overview
Data transmission parameter configuration
> Network

S L SETTING
Port Socket

Websocket to Serial

> Gateway
Baud rate 115200 (600~921600)bps

> Cloud Service

Data bits 8 v bit
~ System

System Setting Parity None ha
Management Stop bits 1 -
Log
Flow ctrl NONE b
UART Packet Length 0 (0~1460)bytes
UART Packet Time 0 (0~255)ms
Sync Baudrate(RFC2217) OoN -

Enable Uart Heartbeat [

SavesApply

4.  Here we connect the R5485 port of N5X0 to the PC via an RS485 to USB cable. After the MQTT connection is

established, we can achieve the data transmission between AWS and N5X0 serial port.

PUSR’ pusr.com
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AWslor x oM o BEVEIH
Message payload K z =) =
il Porum [0122 -]
Monitor t Bou [15200 -
"message”: "Hello from AWS IoT console”
) oPsy [VORE ]
Data |8 Z
Connect Stop |1 =

» Additional configuration
Connect one device

@ Clase

» Connect many devices
Reov Options

I Reseive to file.
b
IV Show timestemp

Tizefaed

Test

Subscriptions /PubTopic1 I Besaive ax hex

» Device Advisor
I Pause receive
MQTT test client JpubTopict ] e—— Sare Clear

Send Options
I Data fron ile
I hato checksun

Device Location New

{
"message”: "Hello from AWS loT console”

3

I huto olear input

1DCD# 2AXD@ 37D 4DIA® 5GHD® GDSR# ZRIS® aCTse dnle

data from serial port
Send

Manage
I Send s hex

» All devices » Additional configuration I~ Period [1000 m=

B Greengrass devices Losd . Clear

Send: 42 | Recv:D Reset | |

Software packages New
» Remote actions

v /PubTopicl
P Message routing

Retained messages

April 26, 2024, 15:25:08 (UTC+0800)

» Security

» Fleet Hub

® Message cannot be displayed \M

/

Device software data from serial port

Billing groups

Settings » Properties

Subscribe to a topic Publish to a topic

Topic name
The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of D. ~COM Setting: [-Data recei SAVAGE V42
Q /sublopict | Portum |C0M2% -] [ rz0z4-04-25 15:532:10: 7987 {
“message”: “Hello from NS LoT comsole”
BaudR [115200
DPaiy NONE - [2024-04-26 15:32:14:565] {
Mesege pldar “message”: “Hello from ANS LoT consele”
{
"message”: "Hello from AWS IoT console” siopd |1 ]
1 @ close |

Recv Options
I Reseive to file
[¢ huto LinsFeed

IV Show timestanp
I Eeceive as hex

I~ Pause receive

P Additional configuration

Save... Clew

/PubTopic1

Subscriptions

/PubTopicl @ X Message payload

{

"message”: "Hello from AWS loT console"

Send Options

I™ Data from file
I~ #uto checksun

I~ hute clear input
I Send as hex

I~ Period [1000 ms

} Load

Clear

[ Ready!

10C0#® ZR<D& 3TXD@ 4DTR& EGND# EDSRe 7TRTSe BCTS#4 SRie

data from serial port
Send

Send:42 | FRecv:90 Reset |

P Additional configuration

v /PubTopicl

2.4.2. Edge Computing

1. Enable Edge Computing function.

PUSR

www.pusr.com
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%?S USR 10T
Communication Expert of Industrial IoT

Edge Computing Gateway
Overview
Including edge acquisition, edge computing, edge reporting and other functions, supperts Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial protecel
> Network conversion.
> Port

MQTT Gateway

Edge Computing

> Cloud Service Enable Edge Computing Enable v

System Setting

Edge Computing Data Acquisition Data Query and Report

Management

Log

2. Add a Modbus RTU slave device, configure the Modbus registers that you need to read. Click Next.

Edge Computing Gateway

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
protocol conversion.

SETTING

Edge Computing Data Acquisition Data Query and Report

Choose file Export ]

last: 126 nodes@

No. Namel] Portl) Slave addrf} Operations No. Namell Register address1] Data typell Operations

-Edit -De\ete node0101 40001 uint1é -m@
Edit | |Delete|

Add slave
Add nodes

3 3

3. Select the socket type to AWS loT, enable Data Query and Reporting method. Configure the parameters

according to your needs. Please do not enable Retained Message when connecting to AWS.

PUSR’ pusr.com
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Socket type AWS loT v @
| Data Query Enable hd |
Query type Json v

Query Topic {QueryTopic

Qos QOso A

Report Topic {UploadTopic

Qos QOso A

Retained Message [ |

Data Report of nodes

Reporting method Enable >

Periodic reporting

Reporting interval 5 {1~36000)s

Reporting on regular [ (start NTP first)
Failure Padding [

Quotation Mark ]

{"Temperature™:"node0 101" "Humi

Json templat
SO TEMPIE iy "node0 1027}

4 @ (<2048 bytes)

4. After configuring all the parameters, restart the device to take the parameters effect.
5. In this test, we use Modbus Slave software to simulate a serial sensor. After N5X0 device read the

temperature and humidity data from serial port, it will convert to JSON format and send to AWS platform.

Topic filter  Info
The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.

| UploadTopic

P Additional configuration

i Modbus Slave - [Mbslavel]

_ [ Eile Edit Connection Setup Display View Window Help _le|x

DEE& T =atw
D=1:F=03

Alias. 00000

Subscriptions /UploadTopic

| /UploadTapic (v X” Message payload

{
"message": "Hello from AWS loT console”

}

TS T ey E R
IN
2 ]

» Additional configuration

Publish

¥ /UploadTopic

{
"Temperature": 25,
"Humidity": 67

Y

» Properties

For Help, press F1. Port 28: 115200-8-N-1

+cPUSR’ pusr.com
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