
PUSR Routers Connect to pfSense Server 

1. Login the pfSense server  

In this case, the pfSense server IP is 60.208.44.205. If you have your own OpenVPN server, you can 

login your server with correct username and password.  

In this case, we configure the OpenVPN server and the OpenVPN clients to achieve the function as 

the following picture: 

 

2. Create authorities and certificates 

2.1 Create a CA certificate. 

1>System->Cert. Manager->Cas 



 

2>Enter descriptive name: In this case, it’s “OpenVPN-Test-CA”, 

3>Click “Save” button. 

 



 

2.2 Create Server Certificate 

1>System->Cert. Manager->Certificates 

 

2>Descriptive name: OpenVPN-Server-Test-CA, 

Certificates authority: Select “OpenVPN-Test-CA” which created in the Chapter 2.1, 

Common name: Keep consistent with the “Descriptive name”, 

Certificate Type: Select the “Server Certificate” 



 

2.3 Add users and create user certificates 

1>System->User Manager->Users 

 

2>Username: OpenVPN-Client1-Test, 

    Password: Enter password and confirm the password, 

Certificate: Enable “Click to create a user certificate” 

Certificate: Enable “Click to create a user certificate”, 



 

3> Descriptive name: OpenVPN-Client1-Test-Cert, 

Certificate authority: Select “OpenVPN-Test-CA” which created in the Chapter 2.1, 

 



4>Add the second user using the same steps 

 

5>Users are added successfully. 

 

6>The certificates of users is also added successfully. They can be checked in “System->Cert. 

Manager->Certificates”. 



 

2.4 Install the client configuration file export package. 

[If the package has already been installed, you can skip this step] 

System->Package Manager->Available Packages 

 

2.5 Configure OpenVPN Server 

1>VPN->OpenVPN->Wizards 

 

2>Type of Server: Local User Access 



 

3>Certificate Authority: Select “OpenVPN-Test-CA” created in Step 2.1 

 

4>Certificate: Select “OpenVPN-Server-Test-CA” created in Step 2.2 

 

5>Tunnel Settings 

Tunnel Network: 10.0.10.0/24 

Inter-Client Communication: This function should be enabled.  

The other parameters in this page can stay default. 



 

6>Firewall and OpenVPN rules are enabled by default. 

 

7> OpenVPN server is added successfully. 

 



Server mode: Select “Remote Access(SSL/TLS)” 

 

Select “AES-128-CBC” 

 

2.6 Configure the OpenVPN client and subnet 

• Add the first OpenVPN client 

1>VPN->OpenVPN->Client Specific Overrides->Add 

 

2> Description： OpenVPN-Client1-Test 

Common name：OpenVPN-Client1-Test 

Server List： Select “OpenVPN Server 3” added in Chapter 2.5 



 

3>Tunnel Settings: 

IPv4 Local Network/s:192.168.33.0/24, the LAN IP of router2, 

IPv4 Remote Network/s:192.168.32.0/24, the LAN IP of router1, 

 

• Add the second OpenVPN client using the same steps. 



1> Description： OpenVPN-Client2-Test 

Common name：OpenVPN-Client2-Test 

Server List： Select “OpenVPN Server 3” added in Chapter 2.5 

 

2> Tunnel Settings: 

IPv4 Local Network/s:192.168.33.0/24, the LAN IP of router1, 

IPv4 Remote Network/s:192.168.32.0/24, the LAN IP of router2, 

 



2.7 Export the OpenVPN client package 

VPN->OpenVPN->Client Export 

1>Remote Access Server: Select the OpenVPN Server added in chapter 2.5, 

 

2>Download the package of OpenVPN client 

 

3>The downloaded files. 

 

 

 



3. Configure routers’ parameters 

3.1 Configure the router1 as OpenVPN Client1 

1>Change LAN IP to 192.168.32.1 

 

 

2>Modify the OpenVPN parameters 

 

 3>OpenVPN Config File: choose the “Client1-Test-config.ovpn” file downloaded in Chapter 2.7, 

4>User name: The entered name of the OpenVPN-Test-Client1 in Chapter2.3 

5>Password: The password of the OpenVPN-Test-Client1 in Chapter 2.3 



 

6>Click “Save & Apply” button.  

7>The OpenVPN connection is connected, and more details of the connection can be check in VPN 

status page. 

 

 

8>Check the routes of router1. This route is very important, without it, the network devices connect to 

router can’t communicate with each other. 



 

3.2 Configure the second router as OpenVPN Client2 

1>The LAN IP of the second router is 192.168.33.1, 

 

2>OpenVPN Config File: choose the “Client2-Test-config.ovpn” file downloaded in Chapter 2.7 

3>User name: The entered name of the “OpenVPN-Client2-Test” in Chapter2.3 

4>Password: The password of the “OpenVPN-Client2-Test” in Chapter 2.3 

5>Click “Save & Apply” button, 



 

6>The OpenVPN connection is connected, and more details of the connection can be check in VPN 

status page. 

 

7> Check the routes of router2. This route is very important, without it, the network devices connect 

to router can’t communicate with each other. 

 



4. Inter-subnet connectivity testing 

In this case，the IP of PC1 is192.168.32.182, and the IP of PC2(phone) is192.168.33.170. 
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