PUSR Routers Connect to OPNsense Server

1. Login the OPNsense server

In this case, the OPNsense server IP is 60.208.44.205. If you have your own OpenVPN server, you

can login your server with correct username and password.

In this case, we configure the OpenVPN server and the OpenVPN clients to achieve the function

as the following picture:
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2. Create authorities and certificates

2.1 Create a CA certificate.

System->Trust->Authorities

s 420
s 2 a0

s 420

® 8 # 0 4 @A




Edit authorities:
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2.2 Create Server Certificate

System->Trust->Certificates
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1>Method: Select “Create an internal Certificate” ,
2>Enter the descriptive name of the certificate,
3>Certificates authority: Selectthe “OpenVPN-Test-CA” which is created in the Step 2.1,

4>Type: Server Certificate,



5>Enter the common name,

6>Click “Save” .

O Method 1 Create an internal Certificate -

€ Descptive name 2 OpenVPN-Test-Sever-Cert
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2.3 Add users and create user certificates

System->Access->Users
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1>Enter custom username,



2>Enter the password,
3>Confirm the password,
4>Check the “Click to create a user certificate” ,

5>Click “Save” button.

System: Access: Users

Defined by USER
@ Disabled O
@ Username 1 (T Cpenvetitest Client )

O Password 2
3

{confirmation)
G Membership
= Not Member Of
admins
© Certificate [ Click to create a user ce |‘t'|ﬁcate,]

@ OTP seed

After clicking the “Save” button, it will automatically redirect to a new page as following, in this
page:

1> Method: Create an internal Certificate,

2> Certificates authority: Select the “OpenVPN-Test-CA” which is created in the Step 2.1,

3> The other parameters stay the default,

4> Click “Save” button.



System: Trust: Certificates
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After saving the parameters, it will return to the user accessing page, and we can see the user
certificate listed. Then we need to click “Save and go back” .
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In this case, we need 2 users and certificates, and the second one can be added using the same

steps.

2.4 Configure OpenVPN Server

VPN->0penVPN->Servers->Use a wizard to setup a new server
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1>Type of Server:
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2>Certificate Authority:
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3>Certificate:

VPN: OpenVPN: Servers: Authentication Type Selection

Select an Authentication Backend Type
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a If you are unsure, leave this set to "Local User Access”. \
: =

“OpenVPN-Test-CA"” created in Step 2.1

VPN: OpenVPN: Servers: Certificate Authority Selection

Choose a Certificate Authority (CA)
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“OpenVPN-Server-Test-Cert” created in Step 2.2
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VPN: OpenVPN: Servers: Server Certificate Selection

Choose a Server Certificate.
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4>Tunnel Settings->IPv4 Tunnel Network: 10.0.20.0/24

Tunnel Settings

4 | 1P Tennet Networic 10.020.0/24

1PV Tunnel Network:

Thisis the IPv4 virtual network used for private communications between this server and client hosts expressed using CIDR (eg. 10.0.8.0/24). The first network address will be assigned to the server virtual interface. The
remaining network addresses can optionally be assigned to connectingclients. (see Address Pool)

5>Tunnel Settings->Inter-Client Communication



Tips: The other parametersin “Server Setup” page can stay default.

Compression: | preference

Compress tunnel packets using the LZQ algorithm, Adaptive compression will dynamically disable for a period of time if OpenVl hat the data in the packets s not being compressed cfiiciently.

Type-of-Service: [ Set the TOSIP header value of tunnel packets to match the encapsulated packet value.

5[hwtev Client Communication: [ Allow communication between clients connected to this server, I

Duplicate Connections: [0 Allow multiple concurrent connections from clients using the same Common Name. This is not generally recommended, but may be needed for some scenarios.

6>Firewall and OpenVPN rules need be enabled in this case.

VPN: OpenVPN: Servers: Firewall Rule Configuration
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7>Click “Finished” button, the servers are listed. “UDP/ 1195"” isthe server we added.
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2.6 Configure the OpenVPN client and subnet
VPN->0penVPN->Client Specific Overrides
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1>Servers: Select “1195 / UDP” added in chapter 2.4,

2>Common name: This name should be kept consistent with the first username in chapter 2.3,
3>IPv4 Local Network: 192.168.33.0/24, the second router’s LAN IP,

4> |Pv4 Remote Network: 192.168.32.0/24, the first router’s LAN IP,

5>Click “Save” .
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Tunnel Settings
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In this case, we need 2 clients, and the second one can be added using the same steps.
1>Servers: Select “1195 / UDP” added in chapter 2.4,

2>Common name: This name should be kept consistent with the second username in chapter 2.3,
3>IPv4 Local Network: 192.168.32.0/24, the first router’s LAN IP,

4> |Pv4 Remote Network: 192.168.33.0/24, the second router’s LAN IP,

5>Click “Save” .
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2.7 Export the OpenVPN client package

VPN->0penVPN->Client Export

1> Remote Access Server: Server UDP:1195,

2>Download the package of Client1,

3> Download the package of Client2.
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The downloaded file.

BUR R - opewpn

File Home  Share  View [7]
4 > openvpn v 0 »
Name Date modified Type Size
# Quick access
openvpn_OpenVPN_Test_Client.ovpn 441812 OVPN File 5Kk8
9 Desktop *
openvpn_OpenVPN_Test_Client2.ovpn 4418/2023 4 OVPN File 5K8
“ Documents *
& Downloads #*

3. Configure router’s parameters

3.1 Configure the first router as OpenVPN Client1
1>Change LAN IP t0 192.168.32.1

Status Interface Overview

Services Network Status Actions

VPN LAN Uptime: Oh 5m 54s .
MAC-Address: D4:AD:20:4F:FD:E3 & Connect

glen TX: 2.15 MB (3272 Pkts)

IPv4: 192.168.1.1/24

SIM Card Ll MAC-Address: 9E:2D:88:T2:A1:CB 2 Connect |[@ Edit
_ : RX: 000 B (0 Pkts)

Network Switch L TX: 0.00 B (0 Pkis)

wifi WAN WIRED Uptime: Oh 5m 43s .

MAC-Address: D4:AD:20:4F:FDE1 & Comect |4 Edi

(BIRTEE & RX: 1.59 MB (3335 Pkts)
Hostnames oL TX: 796.98 KB (2554 Pkis)
1Pud: 192.168.88.234/24
Interfaces
Status L2 Uptime: Oh 7m 16s
SIM Card br-lan MAC-Address: D4:AD:20:4F:FD:E3
RX: 1.08 MB (4550 Pkts.)
Network Switch TX: 2.69 MB (4440 Pkts)
. 1Pv4: 192.168.1.1/24
Wifi
DHCP
Protocol ~ Static address ~
Hostnames
; [1Pv4 address  192.168.32.1 |
Static Routes
Diagnostics IPv4 netmask  255.255.255.0 v
Firewall Use custom DNS servers  8.8.8.8 &
WAN/LAN Port 114.114.114.114 a

2>Modify the OpenVPN parameter,

Enhanced OpenVPN design allows 3 OpenVPN Clients and 1 OpenVPN Server ‘

Status

Services OpenVPN Configuration
Name . Description Enable Status

PPTP

CLENT_1 CLENT OFF v Disconnected
L2TP
IPSec CLIENT 2 CLIENT OFF v Disconnected () Modify
GRE

CLIENT 3 CLENT OFF v Disconnected (2 Modify
OpenVPN

SERVER_1 SERVER OFF v Disconnected [ Modify

Certificate Management

VPN Status

Network
Save & Apply

3>0penVPN Config File: choose the “clientl.ovpn” file downloaded in Chapter 2.7,

4>User name: The entered name of the OpenVPN-Test-Client1 in Chapter2.3,



5>Password: The password of the OpenVPN-Test-Client1 in Chapter 2.3,

6>Click “Save & Apply” button.

1|Enable ON v

Description
@ The maximum length is 50 Bytes.

USR-G806s

Status

ZIEnahIe OpenVPN Config ® on O Offl

Services from £l

3 [Open\IPN Config File | Choose FHsI openvpn_Ope... Clientl.ovpn

AL 4 ['user name  OpenVPN-Test-Client1 |
L2TP @ Username used for authentication to the VPN server. It is needed when
Authentication Type contains Username/Password.
IPSec
5 2
GRE @ Password used for authentication to the VPN server. It is needed when
OpenVPN Authentication Type contains Username/Password.

7>The OpenVPN connection is connected, and more details of the connection can be check in VPN

status page.

USR-G806s

OpenVPN Configuration

Enhanced OpenVPN design allows 3 OpenVPN Clients and 1 OpenVPN Server

Status

Services OpenVPN Configuration
Name Type Description Enable Status

PPTP
CLIENT 1 CLIENT ON v |4 Modify
L2TpP
IPSec CLIENT 2 CLIENT OFF v Disconnected (2 Modify
PPTP
IPSec
GRE Type: OpenVPN_CLIENT 1
OpenVPN IP Address: 10.0.20.10
Certificate Manager Netmask: 255.255.255.255
Gateway: 10.0.20.9
Network Connected Time:  13m9s

8>Check the routes of router1.



USR-G806s

Overview

[ Overview |

Services
VPN
Network
Firewall

WAN/LAN Port

Destinatit y k Flags  Metric Ref Use Iface

0000 172.16.101 0.0.00 uG 0 0 0 eth0.2

0.0.00 172.16.10.1 0.0.00 UG 5 0 0 eth0.2
10.0.20.0 10.0.20.9 255.255.255.0 uG 0 0 0 tun CLIENT 1
10.0.209 0.0.00 255.255.255.255 UH 0 0 0 tun CLIENT 1
172.16.100 0.0.00 255.255.254.0 U 5 0 0 eth0.2
192.168.32.0 0.0.00 255.255.255.0 U 0 0 0 br-lan

I 192.168.33.0 10.0.20.9 255.255.255.0 uG 0 0 0 tun_CLIENT 1 ]

3.2 Configure the second router as OpenVPN Client2

1>The LAN IP of the second router is 192.168.33.1

USR-G806

Status
Services

VPN

v Network

Interfaces

cona

Status & Uptime: 5h 54m 54s
brlan  MAC-Address: D4:AD:20:5F:55:14
RX: 6.68 MB (34377 Pkts.)
TX: 38.56 MB (40765 Pkts.)
IPv4: 192.168.33.1/24

Protocol  Static address v

[1PV4address 192.168.33.1 I

IPv4 netmask  255.255.255.0 v

2>0penVPN Config File: choose the “client2.ovpn” file downloaded in Chapter 2.7,

3>User name: The entered name of the OpenVPN-Test-Client2 in Chapter2.3,

4>Password: The password of the OpenVPN-Test-Client2 in Chapter 2.3,

5>Click “Save & Apply” button,

USR-G806

Status
Services

v VPN

PPTP

OpenVPN

Certificate Manager
4 G »

Configuration

1| Enable  ON v
Description

@ The maximum length is 50 Bytes.

2 IEnabIe OpenVPN Config @ on O Offl
from file

3 |0penVPN Config File Choose File openvpn_Ope‘.‘_Clientz.ovpj

4 [_user name __ OpenVPN-Test-Client2 ]

@ Username used for authentication to the VPN server. It is needed when
Authentication Type contains Username/Password.

5 [ Password  eeeese d

@ Password used for authentication to the VPN server. It is needed when

Authentication Type contains Username/Password

6>The OpenVPN connection is connected, and more details of the connection can be check in VPN

status page.



PPTP

= VPN Status

IPSec

GRE Type: OpenVPN_CLIENT 1

OpenVPN IP Address: 10.0.206

Certificate Manager Netmask: 255,255.255.255
Gateway: 10.0.20.5

Network Connected Time:  32m,34s

7> Check the routes of router2.

USR 10T Be Honest, Do

Communication Expert of Industrial IOT AUTO REFRESH ON

USR-G806 Routes

Destination Gateway Genmask Flags Metric Ref Use Iface
0000 17216101 0000 UG 0 0 0 eth0.2
0.0.0.0 172.16.10.1 0.0.0.0 UG 5 0 0 eth0.2
Services 10.0.20.0 10.0.20.5 255.255.255.0 uG 0 0 0 tun_CLIENT 1
VPN 10.0.205 0.0.0.0 255.255.255.255 UH 0 0 0 tun_CLIENT 1
Network 172.16.10.0 0.0.0.0 255.255.254.0 u 5 0 0 eth0.2
WAN/LAN Port I 192.168.32.0 10.0.20.5 255.255.255.0 UG 0 0 0 tun_CLIENT 1
Firewall 192.168.33.0 0.0.00 255.255.255.0 U 0 0 0 br-lan

ST

4. Inter-subnet connectivity testing

In this case, theIP of PC1is192.168.32.182, and the IP of PC2(phone) is192.168.33.170.

[e3] Administrator: CAWindows\system32\cmd.exe




<« App Store all T T4 5:29 @ @ 97% 4
< &[E Ping =35
AR5 23

) 192.168.32.182

ANNE AR5 235K

MEa: <

PING 192.168.32.182 (192.168.32.182): 56 data bytes

64 bytes from 192.168.32.182: icmp_seq=0 ttI=32 time=76.731
ms

64 bytes from 192.168.32.182: icmp_seq=1 ttl=32 time=45.212
ms

64 bytes from 192.168.32.182: icmp_seq=2 ttI=32 time=223.148
ms

64 bytes from 192.168.32.182: icmp_seq=3 ttI=32 time=80.995
ms

--- 192.168.32.182 ping statistics ---
4 packets transmitted, 4 received, 0.00% packet loss
round-trip min /avg / max = 45.212 / 106.522 / 223.148 ms
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