Installing EasyRSA

Package is available as a zip file.
https://github.com/OpenVPN/easy-rsa/releases

Version used for this document is 3.2.1

No standard installation procedure, simply unzip the file.

You should get such a directory:
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This directory and all subdirectories should be archived in order to be able to create other
certificates later if needed.

A copy of “vars.example” file can be edited and renamed “vars” if using default values is not
desired.

For example, if you need to change validity of CA which is by default set to 10 years.

Same for certificates validity which is by default set to 825 days. Save your changes and
close vars .


https://github.com/OpenVPN/easy-rsa/releases

ublime Text (ADMIN / UNREGISTERE
Fle Edit Selection Find View Goto Iools Project Preferences Help

_only" mode the
e not used.

# Choices are:
cnonly -
the "traditional” format
Country/Province/City/Org/Org.Unit/email/commonName

set_var EASYRSA_DN "cn_only”

# Organizational fields (used with "org" mode and ignored in "cn_only” mode).
# These are the default values for fields which will be placed in the

# certificate. Do not leave any of these fields blank, although interactively
# you may omit any specific field by typing the "." symbol (not valid for

% email).

#

# NOTE: The following characters are not supported
# i Organizational fields” by Easy-RSA:
tick ()

#set_var
#set_var

#set_var EASYRS an Francisco”

#set_var Copyleft Certificate Co"
#set_var EASYRSA_REQ_EM me@example.net”

#set_var EASYRSA_REQ OU My Organizational Unit"

# Preserve the Distinguished Name field order
# of the certificate signing request
# *Only* effective in --dn-mode-org

#set_var EASYRSA_PRESERVE_DN 1

# Set no password mode - This will create the entire PKI without passwords.
# This can be better managed by choosing which entity private keys should be
# encrypted with the following command line options:

# Global option °--no-pass’ or command option ‘nop

#

#set_var EASYRSA NO_PASS 1

# Choose a size in bits for your keypairs. The recommended value is 2048.

# Using 2048-bit keys is considered more than sufficient for many years into
# the future. Larger keysizes will slow down TLS negotiation and make key/DH
# param generation take much longer. Values up to 4896 should be accepted by
# most software. Only used when the crypto alg is rsa, see below.
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Or installing OpenVPN software

https://openvpn.net/community-downloads/

e Download an OpenVPN installer file from here.
Run the downloaded file.
e Before starting the installation process, click ‘Customize':

e While in the 'Custom Installation" window, scroll down to find OpenSSL Utilities — EasyRSA
3 Certificate Management Scripts; make sure it is installed along with OpenVPN and click
‘Install Now":


https://openvpn.net/community-downloads/
https://openvpn.net/index.php/open-source/downloads.html

#7 Setup OpenVPN 2.5.0-1601

Choose setup type.

% Install Now

Customize

#7 Setup OpenVPN 2.5.0-1601

Custom Installation

Click on the icons in the tree below to change the features to be installed:

E - Qvl Configuration Samples
& = = | Drivers

o D v | TAP-Windows6
= - | Wintun
- =3 = | OpenSSL Utilities
- EasyR5A 3 Certificate Management Scripts

Scripts for X509 certificate management

This feature requires 1481KE on your hard drive,

Folder:  C:\Program Files\OpenVP N\ easy-rsal,
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Reset Disk Usage

Glnstall Mow




Step 1, initialize PKI and create CA

Launch EasyRSA

Simply double-click on EasyRSA-Start.bat

A terminal window opens running EasyRSA shell.

Step 1, initialize PKI and create CA

Use commands:

./easyrsa init-pki

./easyrsa build-ca nopass

A "pki” subdirectory is then created, which contains among others the public certificate “ca.crt”.
The latter is used by the OpenVPN server and all clients.
PKI stands for Public Key Infrastructure.

You also have to give the name (common name or cn) of this certificate, used to authenticate
the entity using this certificate.



Step 2, generate encryption key

Use command:
./easyrsa gen-dh

Be patient, it takes a while, as by default a 2048 bits key is generated.
The result file, “dh.pem” is located in “pki” folder.

It is used by the OpenVPN server.

Step 3, generate certificates for the OpenVPN server

Use command:

./easyrsa build-server-full <server-name> nopass

Replace <SERVER_NAME> with your server name. eg. Server-01
Option nopass can be used to disable password locking the key.
Result files are:

“server.crt” (public) in “issued” subfolder

“server.key” (private) in "private” subfolder
Step 4, generate certificates for each OpenVPN client
Use command for each openVPN client:

./easyrsa build-client-full <client-name> nopass

where is the authentication name (cn) for each clients
A password is required during this process in order to protect the use of the private key.
Result files are:

".crt” (public) in “issued” subfolder



".key” (private) in “private” subfolder

The password is the one used (PEM pass phrase) during corresponding certificate creation.

Step5,Generate a shared-secret key (Required when using tls-
auth)
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C:\Program Files\OpenVPN\bin=openvpn --genkey secret ta.key

C:\Program Files\OpenVPN\bin=

openvpn --genkey secret ta.key
In the server configuration
tls-auth ta.key O

In the client configuration

tls-auth ta.key 1

client.ovpn




client

dev tun_c_ovpn

proto udp

remote 188.69.194.44 1194
resolv-retry infinite
keepalive 5 10

nobind

persist-key
persist-tun

verb 3

<ca>

</ca>
<cert>

</cert>
<key>

</key>



