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1. Introduction

1.1. Overview

USR-DR13X is an ultra-small DIN rail mounting industrial-grade serial device server launched by PUSR. It can
realize two-way fast data transmission between RS232/RS485 and RJ45 Ethernet port. It integrates TCP/IP
protocol stack internally and Modbus gateway function. It can be directly integrated into industry scenarios, thus
quickly completing business framework construction and saving human resources investment.

This series of products support wide voltage power supply with terminal blocks connector, come with
RS232/RS485 serial port, support baud rate 600~230400bps, high and low temperature resistance, can be 7x24H
stable operation, no fear of any harsh environment.This series of products have been strictly tested by the market
for many years, and have been recognized by users in many industries such as finance, transportation, large

company networks, factory manufacturing, etc. and widely used in their own project solutions.

Table 1. Ordering Guide

Model Description
USR-DR132 1 xRS232
USR-DR134 1 x RS485

1.2. Features

®Equipped with deeply optimized TCP/IP protocol stack. It has low latency and strong scalability, stable and

reliable.
®71.5KV built-in network Magnetic Isolation.

®Support standard MQTT protocol, can access to MQTT platform.
eSupport light edge computing, up to 25 points, data reporting/writing in JSON mode.

®Support user defined web page, users can change the Ul style as need.

®\Wide baud rate: 600~230.4 Kbps, multiple parity bit: NONE, Odd, Even

®Supports Modbus RTU to Modbus TCP protocol conversion and multi-host polling.

®Supports keepalive mechanism to quickly detect the dead connections and reconnect.
®Supports hardware and software watchdog, automatically restarts when the device goes down.
©70/100Mbps Ethernet port and support Auto MDI/MDIX.

®Supports a wide industrial operating temperature, -25°C~75°C.

®\/ersatile operation modes: TCP Server, TCP Client, UDP, HTTP client.

®Support virtual COM, COM Port Redirector USR-VCOM (windows).

®Easy to config: built-in webpage and AT command to set parameters.

PUSR’ pusr.com
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2. Get Started

2.1. Hardware interface introduction

2.1.1. Dimensions

74*24*22mm(L*W*H, not including the terminal block)
%mm 22mm
"
N

'lemm I me
-
-
-

w

Figure 1. Dimension of USR-DR132/134

poorori®

2.1.2. Serial port

USR-DR13X series adopts push-type terminal connector, which can realize wiring conveniently and quickly.

Terminal wiring definitions are shown below.

DC-5-24 HE -TX |
i &

I
Table 2. Pin description
No. Pin Type Description
1 DC 5-24V + P Positive input of the power supply
2 DC 5-24V - P Negative input of the power supply
3 RX/A I/O Serial signal
4 TX/B I/O Serial signal

PUSR’ pusr.com
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5 GND P The digital ground

2.1.3. Ethernet port

USR-DR13X series adopt 10Base-T/100Base-TX adaptive Ethernet RJ45 interface which supports automatic

MDI/MDIX connection.

8765432 1

Figure 2. RJ45 with light

Table 3. Ethernet pin assignment

Pin number Signal name
1 Send data+(TD+)
2 Send data-(TD-)
3 Receive data+(RD+)
6 Receive data-(RD-)
4,5,7,8 Unused

2.1.4. LED indicators

There are 4 indicators on the device: POW, WORK, COM, LINK. The LED indicators description is in the

following table.

Table 4. LED indicators description

LED name Status Description

ON Power supply is normal
Power(Red)

OFF No power supply or abnormal power supply
Work(Green) Blinking(Slow) System is booted up and running

PUSR’ pusr.com
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Blinking(Fast) The device is upgrading the firmware

OFF The serial port does not send or receive data
COM(Green)

Blinking The serial port is sending and receiving data

ON 1. The TCP socket connection has been established

2. In UDP mode, it's always be on
LINK(Green)

OFF The TCP socket connection has not been

established

2.1.5. Reset to factory setting

Reload button: Press and hold Reload button for 3-15s to restore factory settings when powered on.
AT command: AT+CLEAR command can reset device to factory settings.

Software: Factory reset via setup software or network configuration protocol
2.1.6. Factory default setting

The USR-DR13X serial device server comes with the following default setting.

Table 5. Default parameter

Username admin
Password admin

Device IP 192.168.0.7
Subnet Mask 255.255.255.0
Gateway IP 192.168.0.1
COM port 115200, N, 8, 1
COM operation mode TCP client

2.2. Quick test

USR-DR13X series serial server has a built-in Web server, which provides a convenient way to access and
configure the serial server. Users can use Edge, Firefox or Google browser to access it. This chapter is a quick
introduction to the USR-DR13X series of serial server products. It is recommended that users read this chapter
and follow the instructions once for the system, and you will have a basic understanding of the product. For

specific function details and instructions, please refer to the subsequent chapters.
2.2.1. Download software

Download the software from PUSR's website:

PUSR’ pusr.com
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Config software(0ld version for transparent transmission):
https://www.pusr.com/support/download/Setup-Software-USR-M0-V2-2-6-1-exe.html
Config software(New for edge computing):

https://www.pusr.com/support/download/Setup-Software-EthernetTool-V1-4-Edge-

computing.html

Test software: https://www.pusr.com/support/download/usr-tcp232-test-V13.html

After downloading, run the config software. It is strongly recommended for the users to set the Network
Parameters through configuration tool first. Other device-specific configurations can later be carried out via

user-friendly Web-Interface.

File Language Help

Operate Via LAN [ Operate Via COM ‘ Base Param (which is withmjn * usually keep default) ~
IP Type * HTTP Port (80
Device IP Device Name MAC Ver... ModuleStaticlp * |192.168.0.7 User Name |admin
192.168.0.7 USR-DR132 D4 AD 2089 BA 4301 SubnetMask * | 255.255.255.0 PRl admin
B i Device Name |USR-DR1
DNS Address [208.67.222.222 i
Reset Timeout(s) 3600 [ Reset
[ Clear Buffer Data Before Connected M Link
[J UART Set Parameter M RFc2217
Port Param

Parity/Data/Stop Baudrate | 11520 v
), Search Device Module work mode | TCP Client v Local Port D
RemotelP [192.168.0.201 Remote Port [8234

Short Connection time |3 4

Data has been sent PackTime |0 Packlen

Data has been sent

Click device can read the parameters, right-click Device list show [ Short Connection
more [4) TCP Server-kick off old connection
Read [ Mac: D4 AD 2089 BA 94 [ UDPdata sowrce judgment
Data has been sent
Read OK Heartbeat
Heartbeat Packet Type

+/ Save Config DataDebug

Operation Log Hex Streams

Figure 3. Config software
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@ USR-TCP232 Test RS232 to Ethernet Convert tester

File(F) Options(Q) Help(H)

. COM port data receive
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Metwork data receive

[ COMSettings
PortNum [CDM4 l]
BaudR |'|'|52EIEI 'I
DPaity |NUNE ~]
DataB IB bit vI
StopB I1 bit '|

;

@® Open

v Add line return
I” Receive As HEX

I~ Receive Pause

Save. .. Clear

Reov Options—
I~ Receive to file...

Send Options

I~ Auto Checksum

[~ Auto Clear Input
[~ Send As Hex

[~ Send Recycle

[~ Data from file ...

[NetSettings
(1) Protocol

(2) Local host IP
I172.1B.10.31

(3) Local host port
8234

® Listeningl

Recv Options

I~ Receive to file...
v Add line return
I~ Receive As HEX

I~ Receive Pause

Save .. Clear

[Send Options
[~ Data from file ...
I~ Auto Checksum

[~ huto Clear Input
[~ Send As Mex

[T Send Recycle

Interval (1000 ms http:/fen usr. en

Interval (1000 ms
Load. .. Clear

Send

Load. .. Clear

 Jinan USKE Technology Co.,
Ltd. Send

| & Ready! \ Send: 0 \ Recv: 0 Reset | 1@ Ready! \

Send: 0 [

Recv: 0 Reset

Figure 4. Test software

2.2.2. Hardware connection

For fast networking of USR-DR13X series serial server, you need to prepare a PC, a router, a serial server, a
network cable, a serial cable, and a DC5V/1A power supply. The hardware connection is shown in following

figure. To establish a TCP / IP network all devices must be connected to the same network either locally or via

gateway connections.

Figure 5. Hardware connection

2.2.3. Parameter configuration

Using the config software,

«,L%EPUSR’
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1.Users can search out the DR13X device,

2.Set the IP type as DHCP/Auto IP,

3.Save config,

4.Search the device again,

5.0pen the webpage, the user will be

“admin” .

USR-DR13X User Manual

navigated to the login page, the username and password are both

File Language Help

Operate Vis LAN Operate Via COM

Device Name MAC

3, Search Device

Openstion Lag Hex Streams

Reset Timeout(s) 3600

[] UART Set Parameter
Port Param
Parity/Data/Stop [NOF v[8 +[1 +
Module work mode [TCP Client ]
Remotelp (1921680201 |
Short Cannection time |3
PackTimo [0
[ Short Connection
7 TCP Server-kick off old connection
[] UDP dsta source judgment

Heartbeat
Heartbeat Packet Type | None

[ Base Param which s withou * sually keep defaul)
Click device can read the parameters T*“‘ﬂ’“c’ auglb _J 2. wrieron

right-click Device list show mare

User Name
Password

Device Name.

[] Clear Buffer Data Before Connected

[
admin ‘
admin |

USR-TCP:|

B RFc2217

Baudrate | 11520 |

Local Pore 20108 |

RemotePort[8234 |

4

Packten|400

o1 o Save Cor

nfig

) USR-MDV226.1

File Language Help

Operate Via LAN

Operate Via COM

Restart

Reset

Copy The Mac
Cope All Mac

Firmware upgrade

o[

Data has been sent
Click device can
Read [Mac: D4 AD 2061 DCDC]
Data has been sent
Read OK
Read [Mac: D4 AD 2061 DCDC]
Data has beensent
Baad O

Operation Log

read the parameters,right-click Device list show

"

Hex Streams

IP Tyoe * [ DHCP/AUto P

19216807

19216801
208.67.222.222
Reset Timeout(s) 3600
[ Clear Buffer Data Before Connected
[ UART Set P;

Port Param

Parity/Data/Stop
Module work mode-
RemotelP

short Connectiontime[s |

[ Short Connection
TCP Server-kick off old connection
[ UDP data source judgment

Heartbeat

 Save Config

Base Param (which is without %,usually keep defauf)

HTTP Port

User Name

Saudrate
Local Part
Remote Port

O index
[ Reset
Link
RFC2217

4

PackLen

'DataDebug

Figure 6. Search and basic settings

After entering the username and password, click "OK" and the server will authenticate. After success, you will

enter the main page of the Web server, as shown in the following figure.

PUSR’
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Firmware Version: V4301 L

®
USR

-I0T Experts-

Parameter
Network parameters Module Name: USR-DR134 + Native IP:

Port Parameter Type: -C7 defgullt 1P of
Software Version: V1.0.11.000000.0000 FRUCHHES-
General Function
SHN:
Native IP:
System Parameters

Remote IP/TX/RX-1 :
Module Management

Copyright @Jinan USR IOT Technology Limited. All Rights Reserved

Be Honest, Do Best!

Remote
IP/TX/RX:

1P of server or
device connecting
with module;reset
for disconnect.
TX/RX:data volume
that each server or
device
communicates with
module;reset for
disconnect.

02103224022300019228
d4-ad-20-88-de-d0
192.168.1.183

0.0.0.0/ 0 byte / 0 byte
0.0.0.0/ 0 byte / O byte
0.0.0.0/ 0 byte / O byte
0.0.0.0/ 0 byte / 0 byte
0.0.0.0/ 0 byte / 0 byte

TX Count/RX Count: O byte /0 byte

TX Count/RX
Count:

a total of data
volume that
servers or devices
communicate with
module;reset for
power off.

website: www.pusr.com

Figure 7. Current status

In serial port page, set the remote IP to 192.168.1.182, then save parameters and restart the module.

Firmware Version: V4301 O

USR

-I0T Experts-

Parameter
Network parameters Baud Rate: |115200  |bps(600~230400)

Be Honest, Do Best!

= Client Overrun
Mechanism:

Data Size: bit

PUSR

www.pusr.com

Part Parameter
General Function
System Parameters
Module Management

Parity:

Stop Bits:

Local Port Number:
Remote Port Number:

Work Mode:

bit

\CI (0~65535)
(1~65535)
[TCP Ciient_v |

[ Remote Server Addr:

192.168.1.182 ]

Client Access Quantity

UDP Data Filtering:
Short Connection Enable:
Short Connection Timeout:

Client Overrun Mechanism:

frezTotoTIoTY

2 (2~255)

4]

(1~16)

Save Cancel

Copyright @Jinan USR 10T Technology Limited. All Rights Reserved

Figure 8. Serial port parameters

KICK: Kick off the
oldest connection
first, then connect
to the new
connection.

KEEP: When a new
connection comes
in, the handshake

not processed

and no information
is retumed.

Client Access
Quantity:

When the module
is used as a TCP
Server, the
maximum value of
the Client allowed
to connect.

website: www.pusr.com

pusr.com
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After restarting, check the parameters via the config software. Form the picture, we can see the parameters has

already taken effect.

File Language Help

Operate Via LAN l Operate Via COM || Bse Param twhich is without * usually keep default) n
1P Type * [DHCP/AUo P | HTTP Port [20
Device P DeviceMame  MAC Ver.. 19216807 User Name  [admin
102.168.1.183  USR-DR134 ERaslk R Click device can read the parameters, ikl Password [admin
right-click Device list show more 192.168.0.1
Device Name |USR-DRL
208.67.222222 i
ndex

[ Clear Buffer Data Before Connected Eike

[] UART Set Parameter RFC2217

Port Param
Parity/Data/Stop Baudrats | 11520 v
. Search Device Module work mode | TCP Client v Local PGREI

[Remoterp [192168. 122 | Remote por[8234
4

Shart Connection time |3

[ Data hae been cent e Packien[i00__|

|Click device can read the parameters, right-click Device list show

| [ Short Connection
|Read [ Mac : D4 AD 20 88 DE DO ] TCP Server-kick off old connection
| Data has been sent [] UDP data source judgment
|Read OK
Heartbeat
v
Save Confi Debug |
et ooy [ Hex Streams v 9 DataDebug |

Figure 9. Parameters checking via config software

The IP address of the PC must be modified to ensure that it is in the same local area network as the IP of the
serial server if you want to connect DR13X to PC directly via a net cable. The default IP address of serial server is:
192.168.0.7. Set the PC's IP address as: 192.168.0.X (X is any valid value from 2 to 253 except 7). The specific
Windows system operation page is shown in the following figure. you can access the Web page of the USR-

DR13X series serial server through browser as mentioned above.

| Internet MY ERZS 4 (TCP/IPv4) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192 .168 . 0 .100 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: [192.168. 0 . 1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: |192.168.0 . 1 |
Alternate DNS server: | 114,114 .114 . 114 |

|

| []validate settings upon exit S

e

PUSR’ pusr.com
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Figure 10. IP setting of PC

2.2.4. Data transmission test

Run the test software on the PC, set the protocol as TCP Server, local IP keep the same with the remote IP of
30x device, local host port keeps the same with the remote port of DR13X device. After the TCP connection is
established, users can check the link indicator, it will keep steady on.

In this test, we use the default serial port parameters (115200, N, 8, 1) to test. Users can also to modify the
baud rate, data bit and other parameters of the serial port via webpage or config software as needed.

The following picture shows an example of parameters setting to test transparent transmission.

@ USR-TCP232 Test RS232 to Ethernet Convert tester

File(F) Options(Q) Help(H)
COMSettings COM port data receive Network data receive MNetSettings
Porthium |COM4 | | [hetp: //en usr. en [Receive from 172.16.11.102 : 4963] : (1) Pretocal
500 = http: //en. usr. en Tinan USR Technology Co., Ltd
BaudR Tinan USR Technology Co., Ltd (2) Local host IP
ocal host
DPaty |NONE  ~]
I—_-t' 172.16 .11 . N
DataB |Bb = [3) Local host part
Stopg |1 bit 'I 8234
@ Close -@- Disconnect
Recv Options Recv Options
[7 Receive to file. .. [~ Receive to file...
[ Add line return ¥ Add line return
I Receive As HEX [ Receive As HEX
|7 Receive Pause [ Receive Pause
Save. . Clear Save. .. Clear
Send Options Send Options
[” Data from file ... [~ Data from file ...
[™ Auto Checksum [~ Auto Checksum
[” Auto Clear Input [~ Auto Clear Input
[~ Send As Hex m 11721611 1024563 " | I Send As Hex
[~ Send Recycle e L [~ Send Recycle
Tnterealttl1000 [a% JTinan USR Technology Co. . http://en usr. en Interval [1000 ms
Ltd. Send Send
Load. .. Clear Load ..  Clear
|& Ready! Send:60 | Recv:32 Reset | 1& Ready! Send: 32 Recy: 60 Reset

Figure 11. Data transmission test

2.2.5. Technical support and assistance

Please visit the USR loT website: https://www.pusr.com where you can find the latest information about the
product. Contact your distributor, sales representative, or PUSR's support center:

http://h.usriot.com/index.php?c=frontTicket&m=sign for technical support if you need additional
assistance. Please have the following information ready before you submit a ticket:

- Product model

- Description of your peripheral attachments

PUSR’ pusr.com
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- Description of your software (firmware version, application, function description, etc.) - A complete

description of the issue and steps to reproduce

3. Configuration and parameter details

3.1. Web interface

Every USR-DR13X Industrial Serial Device Server is equipped with a built-in web server in the firmware.
Therefore, the device can be accessed by using a web browser for configuring by entering the device's IP address
in the URL field of your web browser. An authentication will be required and you will have to enter the username
(Default value is “admin” ) and password (Default value is “admin” ) for accessing the web interface as shown
in Figure 14. This approach (web interface) for configuring your device is the most user-friendly. It is the most
recommended and the most common method used for USR-DR13X Serial Device Server Series. Please go to its

corresponding section for a detailed explanation

&« C @O 17216.11.102 A & m &

&
3]
ol
v

Sign in to access this site

Authorization required by http://172.16.11.102
Your connection to this site is not secure

Username. II

Password

m Cancel

Figure 12. Login page

3.1.1. Status

After entering the correct username and password and the authentication is successful, you will enter the
main page of the Web, as shown in figure 15. The main page can be roughly divided into three areas. The upper
area displays the logo, the lower left area is the function menu area, the middle area is the main function display
area, and the lower right area is the help document area. Figure 15 illustrates the status page of the web

interface.

PUSR’ pusr.com
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Firmware Version: V4301 HL
®

USR

-IOT Experts-

Parameter
Network parameters Module Name: USR-DR134 » Native IP:

Pott Parameter Type: -C7 defgullt 1P of
Software Version: V1.0.11.000000.0000 IMOCRIE-
s SN: 02103224022300019228 Remote
IP/TX/RX:
m MAC Address: d4-ad-20-88-de-d0 1P of server or
Mative IP: 192.168.1.183 device connecting
System Parameters with module;reset
Remote IP/TX/RX-1: 192.168.1,182/ 90 byte / 32 byte

for disconnect.
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Figure 13. Current status

The function of the device status part is to display some specific information of the current device, including

module name, IP address, MAC address, etc.

Table 6. Description of Current status

Module name The name of the serial server, which can be customized by the user on the "Miscellaneous

settings" page.

IP address The IP address of the serial server.

SN The identification code of the device.

MAC address The MAC address of the serial server.

Remote IP/TX/RX IP: The IP of remote host, it displayed once the TCP connection is established,

Tx: The data count from serial to network
Rx: The data count from network to serial
When the TCO232-30X work in TCP server mode, the page can display up to 5 connection

information.
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3.1.2. IP settings

You must assign a valid IP address to the USR-DR13X before it will work in your network environment. The
IP address must be unique within the network. If the device is connected to the Internet and should connect to
other servers over the Internet to get some services such as Network Time Protocol (NTP) server, you will need
to configure the DNS server to be able to resolve the host name of the NTP server. The detailed description of

the configuration parameters on this interface is shown in Table 7.

Firmware Version: V4301

USR

-10T Experts-

Be Honest, Do Best!

E ®
Current Status

Parameter

MNetwork parameters 1P Type: |DHCP v - .
Port Parameter Native IP: | 192 . [168 i 3 StaticIP or DHCP.
= StaticIP:
General Function Submask: 255 - 1255 2 é Module's staticip,
m Gateway: 192 .| 168 5 E « Submask:
usually

DMS Server: 208 . |67 i v
System Parameters 255.255.255.0.
« Gateway:
Module Management Usually router's ip

address.

* DNSIP:
DNS gateway or
Router's IP.
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Figure 14. IP settings

Table 7. Detail description of IP settings

Parameter Item Description

IP type DHCP: To obtain required TCP/IP configuration information from router.

Static IP: User need to set the IP information manually.

IP address IP address is a 32-bit address assigned to devices connected to the Internet. The IP
address consists of two fields: the network number field (Net-id) and host number field
(host-id). In order to facilitate the management of IP addresses, IP addresses are
divided into five categories: Class A, B, and C addresses are unicast addresses, Class D
addresses are multicast addresses, Class E addresses are reserved addresses for future
special purposes. The IP addresses currently in large numbers belong to three types of

addresses: A, B, and C.
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Subnet mask The mask is a 32-bit number corresponding to an IP address. Some of these numbers
are 1, and the others are 0. The mask can divide the IP address into two parts: the
subnet address and the host address. The part of the IP address corresponding to the 1
bit in the mask is the subnet address, and the other bits are the host address. The mask
for class A addresses is 255.0.0.0, the mask for class B addresses is 255.255.0.0, the

mask for class C addresses is 255.255.255.0.

Default gateway The default gateway in the host is usually called the default route. The default route
(Default route) is the route chosen by the router when no other route exists for the
destination address in the IP packet. All packets whose destination is not in the router's

routing table will use the default route.

DNS The IP address of the DNS server.
When users need to access information online through domain name, like
www.pusr.com. DNS translates domain names to IP so browsers can load Internet

resources.

3.1.3. Serial port settings

The main function of the serial device server is to carry out two-way transparent transmission of standard
serial bus data (RS-232, RS-485) and standard Ethernet data supporting TCP/IP protocol to solve common serial
equipment Networking problems on the Internet. The Port configuration page can configure the parameters of

the serial port and socket, as shown in following picture.
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Firmware Version: V4301
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Figure 15. Settings of serial port

Details on work mode connectivity protocols and its settings of DR13X series are given in Chapter 4
Operation modes, this section will only focus on the part of parameter description. The description of the

configuration parameters on this interface is shown in Table 8.

Table 8. Detail description of serial port

Baud rate This sets the port’s data transfer speed. Choices are from 600 —230400. Set this to

match the baud rate setting of the connected device. Default is 115200.

Data size This sets the number of bits used to transmit one character of data. Choices are: 7 and
8. Set this to match the data bit setting of the connected device. Default is 8 (which is

the default for the majority of serial devices).

Parity bits This bit checks the integrity of the transmitted data. Choices are: None, Odd, Even. Set
this to match the parity setting of the connected device. Default is None (which is the

default for the majority of serial devices).

Stop bits This indicates that a character has been transmitted. Set this to match the stop bit

setting of the connected device. Choices are: 1 and 2. Default is 1 (which is the default
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for the majority of serial devices).

Local Port Number

When DR13X work in TCP server mode, the local port is the listening port.

Remote Port Number

When DR13X work in TCP client mode, the remote port is the target port to connect to.

Work mode

TCP client/TCP server/UDP client/UDP server/HTTP client/MQTT

Remote Server Addr

When DR13X work in TCP client mode, the remote server address is the target address

to connect to.

UDP Data Filtering

This function can verify the data source when UDP Client receives network data, and

filter out IP and port numbers that do not meet the conditions. Default is OFF.

Ehotr;tl Connection | 1cp short connections are mainly used to save server resources and are generally
e applied to multi-point to one point scenarios.Using short connections ensures that all
connections that exist are useful connections and that no additional controls are
needed to filter them. Default is OFF.
Short Connection | |f there is no data received by serial port or network port within the set time, the
Timeout
connection will be disconnected automatically.
The default time is 3 seconds. Range: 2~255 s.
;Iie:t _ Overrun | kjcK: In TCP Server mode, if the number of clients connected exceeds the set value, the
echanism

new connection will kick the original TCP client .

KEEP: If this parameter is set to KEEP, the old TCP client is maintained.

Client Access Quantity

The number of TCP clients allowed to connect in TCP Server mode. The default is 4.

3.1.4. MQTT Gateway

MQTT is a client-server based messaging publish/subscribe transport protocol. The MQTT protocol is

lightweight, simple, open and easy to implement, which makes it suitable for a wide range of applications. In

this mode, as an MQTT Client, the product can help users quickly access the private MQTT server or the public

MQTT iot cloud platform. Users do not need to pay attention to the data conversion process between serial port

data and network data packets, just through simple parameter Settings, you can achieve data transparent

transmission between serial port and server.
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s |

Working Mode: |[MQTT ~| + MQTT Gateway
Port Parameter MQTT Version: | MQTT-3.1.1 ~| 3:':%?;5 [‘“;iismn
MQTT Gatewa Client ID: | Custom ~| words, QOS, and
. Client ID Content: |123456 | Cvmedlior wd
ien ontent: R
EDGE Gateway E:'Sefam HOT
Server Address (IP): [192.168.0.201 |
Ponit Parameters + Pub/Sub Topic
Local Port: \:\ (0~65535) Supports up to 4
Sene i ublish topics and
outhadsid Remote Port: | 1883 (1465335) 2 subsc:ribF-’; topics
ystem Parameters keepalive: (s)(0~65535)

Module Management

No Data Reconnection:
Reconnection Interval:

Clean up Session:

\:\ (5)(0,60~65535)
(5){1~65535)
O

User Credentials: []

Enable last will:  [J

Figure 16. Basic settings of MQTT

Table 9. Basic settings of MQTT

Working MQTT: connect to server using standard MQTT. MQTT
Mode Alibaba: Connect to Alibaba cloud platform using MQTT.
MQTT Version | MQTT-3.1.1: Connect to MQTT server with V3.1.1 version. MQTT-3.1.1
MATT-3.1:Connect to MQTT server with V3.1 version.
ClientID The client ID defined the identifier of the MQTT connection. The IDs of the | Custom
various MQTT clients have to be unique for the respective MQTT Broker. If
two MQTT clients are using an identical ID, the connections of theses
clients to the MQTT Broker are disconnected. For an individual client, there
is no way to find out whether a specific client ID is already used by
another client or not.
Custom: users custom the client ID content.
SYS_SN:set the SN as client ID.
SYS_MAC: set SN as client ID.
Client ID | Client ID text. 123456
Content
Server IP address or hostname of an MQTT broker. 192.168.0.201
Address
Local Port Port number of DR13X. 0
Range: 0-65535
Remote Port Port number of the MQTT broker. 1883
Range:1-65535
keepalive The Keep Alive is a time interval measured in seconds. It is the maximum | 30
time interval that the broker permits between when a client finishes
sending one MQTT packet and starts to send the next.
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Range: 0-65535 seconds.

No Data | Automatic reconnection when there are not data flow in the MQTT session | 0
Reconnection | inthe setting time. If the time is set 0, this function does not take effect.

Time range: 60-65535 seconds

Reconnection | Automatic reconnection interval after a fail network connection. 5
Interval
Clean up | Valid only for Qos1 and Qos2. When the clean session is checked, the | Not enabled

Session client does not want a persistent session. If the client disconnects for any
reason, all information and messages that are queued from a previous
persistent session are lost. When the clean session is unchecked, the
broker creates a persistent session for the client. All information and
messages are preserved until the next time that the client requests a

clean session.

User Whether to verify the user name and password Not enabled
Credentials

User name Username for authentication to the MQTT broker. None
Password Password for authentication to the MQTT broker. None
Enable last | Whether to enable the last will Not enabled
will

USR-DR13X support connect to Alibaba platform.

Current Status

Parameter

Network parameters Working Mode:| |Alibaba v *« MQTT Gateway

| Supports session
clearing, last
| words, QOS, and
connection to a
Client ID: | | third-party MQTT
|
|

Port Parameter ProductKey: | AlicloudProductKey

MQTT Gateway Region: | AlicloudRegionld

EDGE Gateway

server

DeviceName: |A|ic|cudd eviceMame

Pub/Sub Topic
Supports up to 4

Ponit Parameters

DeviceSecret: |NiclouddeviceSecret

General Function publish topics and
Remote Port: [1883 (1~65535) 4 subscribe topics

System Parameters keepalive: (8)(20~1200)

Module Management Mo Data Reconnection: \:\ (s)(0,60~65535)

Reconnection Interval: (s)(1~65535)

Figure 17. Settings of connecting to Alibaba

Table 10. Settings of connecting to Alibaba

ProductKey One of the triplet when adding devices in Alibaba cloud AlicloudProductKey
Region Area code of Alibaba cloud server AlicloudRegionld
ClientID Client ID text. None

DeviceName One of the triplet when adding devices in Alibaba cloud AliclouddeviceName
DeviceSecret One of the triplet when adding devices in Alibaba cloud AliclouddeviceSecret
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Remote Port Port number of the MQTT broker. 1883
Range:1-65535

keepalive The Keep Alive is a time interval measured in seconds. It is the | 60
maximum time interval that the broker permits between when a client
finishes sending one MQTT packet and starts to send the next.

Range: 30-1200 seconds.

No Data | Automatic reconnection when there are not data flow in the MQTT | O
Reconnection | session in the setting time. If the time is set 0, this function does not
take effect.

Time range: 0, 60-65535 seconds

Reconnection | Automatic reconnection interval after a fail network connection. 5

Interval Range: 1-65535 seconds.

The main purpose of publishing a topic is to allow other MQTT clients to subscribe to the topic and transfer
data. Up to 4 topics can be published. Topic publishing supports transparent transmission mode, topic delivery

mode, and custom mode, each theme can be configured individually.

Publish Config

Publish Topic | Transparent transmissi v |
[} topicl
[} topic2
] topic3
[C] topic4

Subscribe Topic | Transparent transmissi v |
[} topicl
[} topic2
[ topic3
] topic4

Save || Cancel

Figure 18. Topic settings

Table 11. Details of topic settings

Publish Topic | Transparent transmission: The data received by the serial port is | Transparent
transparently transmitted to the associated topic. transmission
Topic distribution: When configuring a topic, you can define an identifier
for the topic. After receiving serial port data, the device sends it to the
associated topic based on the identifier. The device allows different topics
to have the same identifier, so that data is pushed to all topics with the
same identifier. The identifier and the payload are separated by commas.

Custom mode: The custom mode is simple and quick to use, and users do

not need to configure the relevant parameters of data release on the web
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page. Only need to open the custom mode switch, click Save and restart

the device to achieve MQTT data transparent transmission.

Public  topic | An MQTT topic is a UTF-8 string that the broker uses to filter messages for | /PubTopicl
text each connected client. To receive messages, the client must subscribe to

the topic.
QO0S Q0S0/Q0S1/Q0S2 Q0Sso
Subscribe Transparent transmission: The data received by the serial port is | Transparent
Topic transparently transmitted to the associated topic. transmission

Subject Delivery: means that messages received by subscriptions are

delivered with a subject in front of them and accompanied by payload.

The default data format is topic,payload. The subject is separated from

the data by a separator. Each theme can be configured individually and

can be bound to a different serial port. After receiving data, the theme

sends data to the bound serial port.
Subscribe An MQTT topic is a UTF-8 string that the broker uses to filter messages for | /SubTopicl
topic text each connected client. To receive messages, the client must subscribe to

the topic.

3.1.5. Edge Gateway

3.1.5.1. Basic settings of edge gateway

In the edge computing gateway function, the gateway device, as the initiator of polling, reads, parses, and

calculates the preset data from the terminal device automatically and periodically. At the same time, the device

can selectively report data according to the user's preset reporting logic, and the data collection task can be

completed without the active participation of the remote server, which greatly increases the number of terminal

devices that the cloud server can intervene in management.

DR13X supports pre-configured slave data points. After edge computing, it supports collecting and reading

data in JSON format under MQTT/TCP channels.
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Current Status
Parameter

Network parameters

Poll Timeout: (ms)(50~65535)
Poll Interval: (ms)(1~55535)
O

O

Port Parameter
MQTT Gateway
Merge Collect:

JSON Query:

EDGE Gateway

Ponit Parameters g .
Periodic reporting:

(s)(1~65535)

Select it and report it in the previous report

General Function Reporting interval:

System point:

System Parameters

Module Management mMaC: [
sn: [
VER: [
Save || Cancel
Figure 19. Light EDGE mode

Table 12. Details Settings of light edge mode

Working Select the working mode, including close/light edge/MSPC/MMHP/MCP. Light EDGE
Mode MSPC/MMHP/MCP will be introduced in the following chapter.
Poll Timeout Waiting time after sending Modbus RTU command to serial device. If no | 200
response is received, the next polling command is executed.
Range: 50-65535ms.
Poll Interval Time interval between 2 consecutive Modbus instructions. 100
Range: 1-65535ms.
Merge Collect | After the merge collection is enabled, the point information (slave | Not checked
address, register type, and register address) is automatically identified. If
the point information is continuous, the merge collection is reported.
Note: The point information must be sequential, such as 40001, 40002,
and 40003. If the sequence is not sequential, such as 40002, 40001, and
40003, the information will not be collected.
JSON Query If you enable JSON query, you can send JSON data packets to read and | Not checked
write device point information.
Periodic After this function is enabled, the device automatically reports the | Checked
reporting collected data.
Reporting The time interval between 2 reporting data. 30
interval Range: 1-65535s
System point | Users can choose to report the MAC, SN, and firmware version of the | None

device in the JSON reporting template.

3.1.5.2. Points settings

On this page, users can set the edge acquisition points. For USR-DR13X, it supports up to 25 edge acquisition
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points. The settings on this page is available when the light edge is enabled.

_ Device name |node03 5
MQTT Gateway Action
. - Slave add (1~247} .
| registertype [0
= Register add {0~65534)
Magnification
- =
Figure 20. Edge acquisition points settings
Table 13. Details of edge acquisition points settings
Device name The unique identification of a data point in a table. Device names cannot be | node01
repeated.
Slave ID ID of the Modbus slave device. 1
Register type The type of the registers. 03
1: Coil status
2: Input status
3: Holding register
4: Input register
Register Address of the Modbus slave device 1
address
Data type The type of data stored in the register: 8 types. Unit16
uint16/int16/int32(ABCD)/int32(CDAB)/uint32(ABCD)/uint32(CDAB)/float32(ABCD
)/float32(CDAB)
Magnification The reporting data is the actual collected data multiply by the magnification. 1
Change report Reporting data to remote server when the collected data changed. Not
checked
Amplitude Reporting data to remote server when the collected data changes beyond this | 0
value.

Users can also import/export the configured point table information to facilitate configuration.
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System Parameters
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Figure 21.

3.1.6. Modbus gateway

Current Status

MNetwork parameters

Port Parameter

MOQTT Gateway

Slave add Register Type Register add

Parameter

Action

ETNETY
AT

Import/export configured point table

Parameter

Working Mode:
Modbus Reporting Agreement: |JSON v |

Poll Timeout: (ms)(50~65535)
Poll Interval: (ms)(1~65535)

Abnormal Response: |Close v|

Modbus Custom Polling v

+ Point

Enable edge
computing on the
Modbus page.
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Range is 0.000001-
9909999

Amplitude
Range is 0-
9999909

File Configuration|
Quickly Configure
Points by
downloading JSON

templates,

Ponit Parameters

General Function

System Parameters

Module Management

: g
R
g
:

3.1.7. General settings

| Save || Cancel || Add | Clr

Manual

USR-DR13X series provide rich additional function which is displayed in this function tab page. The function

detail information will be described in the following table, some more important function is introduced in

relevant chapters.
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Firmware Version: V4301
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Figure 22. Settings of expand function

Table 14. Detail description of expand function

Parameter Item Description

Heartbeat Packet

UART Heartbeat. DR13X sends heartbeat packet to serial device at preset interval, the
content of the packet can be either hex or string. Users can use UART heartbeat to
query serial device to reduce communication pressure on server.

Net heartbeat. It's available in TCP client and UDP client mode. DR13X sends a
heartbeat packet data to inform the server that it is still online, when it fails to
receive data from the serial device within the set time.

The heartbeat function is closed by default.

Register Packet It's available in TCP client and UDP client mode. Users can identify different
MAC: The content of the register packet is the MAC address of DR13X,
Customize: User can define the content of the register packet by themselves,

USR Cloud: This is used for registering to USR cloud.
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The register function is closed by default.

Registered Direction Connect with: DR13X sends register packet only once when the network connection is
established.

Data with: DR13X add register packet in front of each packet of data sent by the serial
port device.
Both of above: The register packet is send in both above condition.

A This function is available in TCP client mode. The 30X device connect to TCP server
actively when works as TCP client. The 30X device will restart if the TCP connection
is not established after 30 attempts.

The Reset function is mainly used to initialize the 30X device by restarting when
the 30X program runs out or crashes and counter abnormal TCP connection. Then
to restore the 30X to normal operation under certain conditions.

Link The LINK indicator works only after the LINK function is enabled.

Clear Cache Data When TCP connection is not established, the data received by serial port will be
placed in buffer area. DR13X serial port receiving buffer is 1Kbyte. When TCP
connection is established, Cached data can be sent via TCP connection or be cleaned
up(by default).

When the short connection function is enabled in Httpd Client mode or TCP Client
mode, the cache data clearing function is disabled.

Similar RFC2217 Enabling this function allows users to use customized RFC2217 commands on the
network to dynamically modify the serial port's baud rate, data bits, stop bits, and
parity bits. This function is only allowed when the working mode is TCP Server and
TCP Client. Note that this protocol is used to change the serial port parameters of
DR13X. This function need be used with USR-VCOM software.

Index See more information in Chapter 5

3.1.8. System parameters

This configuration tab includes several system level settings, such as device name, system log, username,

and password. Most of these settings are optional.
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Current Status
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Figure 23. Settings of system parameters

Table 15. Detail description of system parameters

Module name

The name of the device, up to 14 characters, can’ t be null

Webserver port

Webserver listen port NO. The default is 80. Range 1-65535

Username The username of web console and can be modified. up to 5 characters, can’ t be
NULL

Password The password of web console and can be modified. up to 5 characters, can be NULL

Packing Time If the time between two bytes received by serial port is greater than the set value, it

will be sent in two packets, otherwise it will be sent as one packet.

The default value is 0 ms, the range is 0~255ms.

Packing Length

When the length of data received by serial port reaches the set value, it is sent as a
packet.
The default is 400 bytes, and the range is 1~1024 bytes.

No data restart

This function is used for the serial device server without any data transmission or
reception for a long time, and the serial server automatically restarts. If the restart
time is set between 0 - 59 seconds, this function does not take effect. Only when the

time is > 60 seconds, the restart function of the device without data will take effect.

3.2. Configuration software

The parameters are also can be configured by config software. The parameter function is already introduced in
Chapter 3.1. In this chapter, we how to config the parameters via config software.

3.2.1. Search device

Run the config software, if the USR-DR13X Serial Device Server is already connected to the same gateway as

your PC, the device can be accessed via broadcast packets. Users can search all the DR13X Series device servers
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on the network and show them on the Serial Device Server List Area of the utility.

@ USR-MO v2.2.6.1 - X

File Language Help

[ Operate Via LAN | Operate Via COM || Base Param (which is without *, usuaiiy keep default) ~
HTTP Port |80

User Name |admin

Device IP Device Name MAC Ver...

Password |admin

2 E— 1 . Device Name |USR-DRL
» Click device can read the parameters, 208.67.222.222
right-click Device list show more [ Index
S — Do
[] Clear Buffer Data Before Connected M Link
[[] UART Set Parameter RFC2217

Port Param

Parity/Data/Stop | NOP ~ Baudrate
1. s LocalPor
168.1.182 RemotePor!

Short Connection time |3 Tcp connect num | 4

Data has been sent PackTime [0 Backien

Click device can read the parameters, right-click Device list show

— [ short Connection
Read [ Mac: D4 AD 2088 DE DO TCP Server-kick off old connection
Data has been sent [] UDP data source judgment
Read OK
Heartbeat

Fearbet Pk Tpe

/' Save Config DataDebug

Operation Log Hex Streams

Figure 24. Search device

3.2.2. Parameter settings

Users can modify the parameters as needed, and the click “Save Config” to make the parameters take effect.

More parameters can be checked by scrolling down or up.

€ USR-M0 V2261 - x
File Language Help
Operate Via LAN I Operate Via COM Base Param (which is without * usually keep default) Al
L 1P Type * HTTP Port [80
Device IP Device Name MAC Ver... 192.168.07 User Name |admin

1921681184 USR-DR134 D4AD2088DE .. 4301 Parsaercill admin

Device Name |USR-DR1

5 [ Index
[ Clear Buffer Data Before Connected Link
[J UART Set Parameter M RFC2217

Port Param

Parity/Data/Stop Baudrate [11520 v
-, Search Device Module work mode | TCP Server v Local Port

Remote Port | 8234
Short Connection time |3 Tcp connect num

Difa hes icenisent e et

Click device can read the parameters, right-click Device list show

192

oG [ short Connection
Read [Mac: D4 AD 2088 DEDO] [ TCP Server-kick off old connection
Data has been sent [] UDP data source judgment
Read OK
Heartbeat

Heartbeat Packet Type ’m

Save Confi
Operation Log Hex Streams v 9 DataDebug

Figure 25. Parameters configuration via config sofrware
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3.2.3. Open web server

Users can visit the web server of serial device server conveniently with configuration tool. Select the device
you want to visit and right click, then click External web config ,you will open the web server with default
browser such as Google Chrome.

1.Right-click a desired device to display the settings menu,

2.Select OpenWeb
ooy = B

File Language Help

Operate Via LAN Operate Via COM Base Param (which is without * usually keep default)
f IPTvpe * | DHCP/Auta P ~ HTTP Port [g0
Device IP Device Name MAC Ver... ‘ 192.168.07 User Name |admin

192.168.1.184 USR-DR134

i Oper;ng Password |admin
Restart Device Name |USR-DR1

Firmware upgrade s [ index
R e
] Clear Buffer Data Before Connected ™ Link
Copy The Mac J UART Set Parameter RFC2217
Cope All Mac
‘ S—
Parity/Data/Stop 8 v[1 v Baudrate | 11520 v
), Search Device Module work mode Local Port | 502
[ 192.168.1.182 Remote Port
Short Connection time |3 Teo connect num

Data has been sent b PackTime |0 PackLen

Click device can read the parameters, right-click Device list show

more [] Short Connection
Read [ Mac: D4 AD 2088 DEDO] [4] TCP Server-kick off old connection (
Data has been sent [] uDP data source judgment o
Read OK ‘
Read [ Mac: D4 AD 20 88 DE DO ] H:a“beb? T
Data has been sent Sarthese Facket type
RasdA OV v
Save Confi
Operation Log Hex Streams v ! DataDebug

Figure 26. Open web server via config software

3.2.4. Firmware upgrade

USR loT continually upgrades its firmware to add new features and optimize performance. Please contact
the sales to obtain the latest version of the firmware. Users can upgrade the firmware by themselves. When
upgrading firmware, the 30X device must be in the same LAN network with PC.

3.Right-click a desired device to display the settings menu,

4.Select Firmware upgrade
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File Language Help

Operate Via LAN [ Operate Via COM | Base Param (which is without * usually keep default) ~
IP Type * | DHCP/Auto IP v HTTP Port (80
Device IP Device Name  MAC Ver.. 192.1680.7 User Name |admin
192.168.1.184 £53.233:250.0 Password [admin
OpenWeb 192.168.0.1
Ristart VS ESEETT Device Name |USR-DR1
R Q-
o — O
[] Clear Buffer Data Before Connected [ Link
Copy The Mac [] UART Set Parameter M RFC2217
Cope All Mac Port Param

Parity/Data/Stop Baudrate
', Search Device Module work mode Local Port
1921681182 Remote Port[8234 |

Short Connection time |3 Tco connect num | 4

PackTime |0 PackLen

[] Short Connection

Data has been sent

Click device can read the parameters, right-click Device list show

more

Read [ Mac:D4 AD 20 88 DEDO] [ TCP Server-kick off old connection

Detafiashicen sank [[] UDP data source judgment

Read OK

Read [ Mac : D4 AD 20 88 DE DO ] Haaﬂbeba: oacket T

Data has been sent eadbont Facket Typs

Basd M M v

+/ Save Config DataDebug

Operation Log Hex Streams

Figure 27. Firmware upgrade

3.2.5. Restart the device

This function is available to allow you to reset the serial device server. The function disconnects both the
ethernet and serial connections. The function also allows the serial device server to save new configuration
settings to flash memory. To reset the device:

5.Right-click a desired device to display the settings menu,

6.Select Restart

File Language Help

Operate Via LAN Operate Via COM Base: Paran (which s without  usually keep deteult s

IPType* [DHCP/Auto P ~|  WTTPPort [80

Device IP Device Name MAC Ver. User Name |admin

Password |admin

OpenWeb

Firmware upgrade Reset Timeout(s) 3600 g o
Reset

[ Clear Buffer Data Before Connected M Link
Copy The Mac [ UART Set Parameter B4 RFC2217
Cope All Mac Port Param

Device Name |USR-DR1|

Parity/Data/Stop | NOP ~ | 8 V!l_" Baudrate | 11520 -
(3, Search Device Module work mode | TCP Server v Local Port 502
921 182 Remote Port (8234

Short Connectiontime|3 | Tep connectnum |4 v|
Data has been sent A PackTime |0 o ‘40':'

Click device can read the parameters, right-click Device list show

[] Short Connection

more
Read [ Mac: D4 AD 2088 DEDO] TCP Server-kick off old connection

Deta has been sent [] UDP data source judgment

Read OK

Read [ Mac : D4 AD 20 88 DE D0 ] Heantbeat —

Data has been sent Fastioat Fackat lype:| None -

Rasd MW b e

/ Save Config DataDebug

Operation Log Hex Streams

Figure 28. Restart the device
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The configuration utility provides the function to restore the serial device server to factory default settings. If

you really want to restore the serial device sever to factory default settings, please click reset button to continue.

1.Right-click a desired device to display the settings menu,

2.Select Reset

File Language Help
Operate Via LAN

Operate Via COM

Base Param (which is without * usually keep default)

Device IP
192.168.1.184

Device Name

Restart

Firmware upgrade

Copy The Mac
Cope All Mac

(. Search Device

Parity/Data/Stop [‘NOF V(8 v|1 v~
Module work mode

192168.1.182
192.168.1.182

Data has been sent

Click device can read the parameters, right-click Device list show

more

Read [Mac:D4 AD 2088 DE DO]
Data has been sent

Read OK

Read [Mac:D4 AD 2088 DE DO ]

Data has been sent
Rasd AW

Operation Log

Hex Streams

3
0

Short Connection time
PackTime

~

[ Short Connection
TCP Server-kick off old connection
[J UDP data source judgment

Heartbeat

/ Save Config

1P Tvpe * HTTP Port [20
er... 192.168.0.7 User Name |admin
2352 Password |admin
joean Device Name |USR-DR1
208.67.222.222 Jindex
Reset Timeout(s) [] Reset
[ Clear Buffer Data Before Connected M Link
[] UART Set Parameter RFC2217
Port Param

Baudrate -11520 v
Local Port
Remote Port |8234

Tep connect num

PackLen

Fearbes Pt Tpe

DataDebug

Figure 29. Restore to factory default settings

4. Modbus Gateway

In firmware version V4304 and above version, the Modubs gateway function is in edge gateway page.

After enabled the Modbus gateway, users can achieve Modbus TCP/RTU conversion, Modbus polling and etc.

Current Status
Network parameters
Port Parameter

MOTT Gateway

Ponit Parameters
General Function
System Parameters

Module Management

Poll Timeout:

Poll Interval:
Merge Collect:
JSON Query:
Periodic reporting:

Reporting interval

System point:

——

Working Mode:

Light EDGE v
Close

Modbus Simple Protocol Conversion

Modbus Multi Host Polling

Modbus Custom Pollini

: (s)(1~65535)

Select it and report it in the previous report

a

» modbus Simple
Protocol
Conversion:
The Modbus TCP
protocol data
received by the
network is
converted into
Modbus RTU
protocol data.
The Modbus RTU
protocol data
received by the
serial port is
converted into
Modbus TCP
protocol data.

PUSR’
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Mac: [
sN: O
vErR: O
Save || Cancel
Figure 30. Modbus function

Modbus Multi
Host Polling:
ze data

sent by different
network devices
and respond
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4.1. Modbus RTU/TCP conversion

This function is to achieve Modbus RTU/TCP protocol conversion.

Current Status

Parameter

Network parameters working Mode: [Modbus Simple Protoci v | | |

Port Parameter
Save || Cancel

MQTT Gateway
EDGE Gateway
Ponit Parameters
General Function

System Parameters

Module Management

Figure 31. Modbus RTU/TCP protocol conversion

Open the Modbus Poll and Modbus Slave software, go to "Connect" -> "Connect", and the connection

parameters are configured as follows.

tions Display View Window Help
3|10
- L =
3R =100 Modbus TCP/IP 8
| S— S I
00 Serial Sethings
Comia Mode 1000 cnnaction
0 116200 Baud e S i
0 = Response Timeout 0 Cancel
8 Data bits ; :
0 | 1000 |ms] 0 Serial Settings
None Panty f .
0 Delay Bstwean Pols 0 USB Serial Port (COMET) 2
0 | Stop Bit Advaroed [z0 Adod
. = i 0 115200 Baud v | [0
n
Remate Modbus Server | 0 @RTU &=l
§ Data bits Vv
0 Flow Control
g Hone Parf v DSR []cTs RTS Toggle
Server Port Connect Timeout (@) IFva i - = b B
_50, 3.00('1 | Ims] Olre 1 Stop Bit = [ms] RTS disable delay

Figure 32. Modbus emulator settings(Ethernet master serial slave)

USR-DR13X support serial master Ethernet slave. In this mode, the serial device is the modbus master and

the Ethernet device is the modbus slave device. When test with the Modbus tool, the setting is as follows.
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21 Modbus Slave - Mbslave — O po4 l ﬂ Mod - o #
f File Edit Connection Setup Display View Window Help File Ed Setup Functions Display View Window Help
Connection Setup X r
' || oo
Connection ak A l Banial Port N ]
l Madbus TCPAP I w —
Cancal Serial Sethngs
Serial Settings : USE Senal Port (COMST) = :ji{:
USE Senal Part (COMST) @RTU Y Crascn
115200 Baud  ~ = =
el
115200 Baud Mode I - Respaonse Timeout
BTU O ASEI i 8Databits v :
' s i [1000 ms]
3 Data bits
Flow Control Mone Farty
o ms = | Delay Between Folls !
None Party DSR CTS RTS Toggle - :
1 Stop Bit ~ Advanced |20 |ms] cl
| [ | )
1 Stop Eit i
] Remote Modbus Server |
TCPAP Server 'j.
44 g
1P Address Port i _
[192.168 1136 ~| [602 i
] o ) Ul
[ Ary Address (®) IPvd | IPvG -.'|I
| [ 1aniore Unit 1D ) IPvE [ | |
IFd For Help, press F1. Port 57: 115200-8-N-1 .3
- ity sunnorisd £ = Parsading Masisues  KFFP -

Figure 33. Modbus emulator settings(Serial master Ethernet slave)

4.2. Modbus multi host poll

When enable this function, USR-DR13X supports multiple host sending query command at the same time and

will not cause data conflicts.

Current Status - 5
‘aramerer

Metwork parameters r\‘m—l
Port Parameter Poll Timeout: [200 | {ms)(50~65535)
MQTT Gateway Poll Interval: (ms)(1~65535)
I Abnormal Response:

Ponit Parameters Save | Cancel

General Function

System Parameters

Module Management

Figure 34. Multi host polling

Poll Timeout After enabling the Modbus poll function, if the USR-DR13X does not | 200ms
receive a response from the serial device within the specified time, it
will send the next Modbus query command.

Range: 50~65535ms

Poll Interval After enabling the Modbus poll function, USR-DR13X will will send | 10ms
Modbus query commands according to the set time interval.
Range: 1~65525ms
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Abnormal Response | Open: Send abnormal response to network end Open

Close: Not send abnormal response to network end

We will test this function using Modbus slave and modbus poll software. The settings of the Modbus testing tool

is like following:

at Modbus Slave - Mbslavel — O e ‘
File o . O . _ )
- _Connection
v _
Cancal -
ﬁ Modbus RTUMSCH Cver TCRIP v
m% I f—
USE Seral Port (CPMET) o — Serial Seftings
Made LISE Senal Port (COMET) Mode
115200 Baud |
| BOLET ])Ascn |F T @RTU [AsCl
8 Databits ~ 1
Flaw Control ol [FoEEEE Fopren ot
NoneParty ~ | [JDSR []CTs [Z]RTS Toggle — |_‘_°°° |1ms]
o 3| [Nens Party
1 Stop Bt - | [ms] RTS disable delay 4 Del.a;«' Bethen.Pols
7 1 Stop Bit Advancad [20 ims]
TEPARSsrven Al Remote Modbus Server
|F Address or Node Name
[192 1681 245 P
Any Addrass = Server Port Connect Timeout (™) IPvd
ignare Uit 1D IPvE i_5c'? | EGGGG [ms) Oine
For Help, press F1. Port 57: 115200-8-N-1

For Help, press F1. [192.168.1.245]: 502

Figure 35. Settings of Modbus slave and master

%1 Modbus Poll - Mbpoll1 % Modbus Poll - Mbpollt ¥} Modbus Poll - Mbpalll %} Modbus Poll - Mbpall1
File Edit Connection Setup Functions [ File Edit Connection Setup Functions DifFile Edit Connection Setup Functions Dil File Edit Connection Setup Functions Display View
i = g = =
N@WH&XIO=Eall Ned& X[O[E2]01] ‘E‘" - RIE= A D& XM =20 0506 1
| = (L
[ Mbpolit = | Dwmopon BEHEX O =0 L [P mbpolt
[Tx=3456: Em=420:1D=1:F=03:§ Tx=134: Em=91:ID=1:F =03: SR o [A/op il Tx=87: Em=44:1D = 1: F = 03: SR = 1000ms
Tx=110:Er=67:1D=1:F=03: SR 5
L Alias| 00000 Alias 00000 Alias| 00000

o [0 = Alias| 00000 N

1 0 |§

2 o |]2 4

3 ; =3

| 4| @8dit Connection Setup Wisplay View Window H

5 5 - x?

6 & - =

iD

Figure 36. Test result

4.3. Modbus custom polling

When set modbus custom polling function, users can set the query command sending by the USR-DR13X, like
the following picture. After power-on and enable modbus poll function, the USR-DR13X sends Modbus-RTU
query commands to the serial device. After each command is sent, it will wait for a reply according to the polling
timeout. If there is no reply within the timeout, it will send the next query command according to the polling

interval.
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The modbus poll function only supports the setting of complete Modbus RTU commands, and a maximum of
5 acquisition commands can be set. Each command can have a maximum of 16 bytes. The acquisition commands
can be set through AT commands, and the command setting format is:
AT+MODCMD=1, cmd // Where CMD is the Modbus polling command for setting and querying.
After sending AT command, the USR-DR13X should be restart(AT+2).
Reporting Protocol: It can be selected as Modbus RTU transparent transmission reporting or Json reporting.
The Json data format is as follows:
{
"id":"Device MAC",
"cmd":"Modubs query command",

"rsp":"Modbus response data"

}

Modbus Query Command
: Modbus RTU or Json
Modbus Response Data

Serial ETI-!
Device USR-DR13X Device

010300000001840A

_ {"id":"D4AD2088DEDO",
"emd":"010300000001840A",
| 010302000BF983 “rsp";"010302000BF983"}

Figure 37. Modbus custom polling function

Current Status
Parameter

e odbus Customn Polling ]

Port Parameter Modbus Reporting Agreement: | JSON v
MQTT Gateway Poll Timeout: (ms)(50~65535)

Pall Intarval: (ms)(1~65535)
Abrorma Response:

Network parameters Working Mod

EDGE Gateway

Ponit Parameters

General Function

System Parameters

Module Management

Figure 38. Parameters setting

Modbus Reporting JSON: In Modbus poll mode, USR-DR13X will convert the Modbus RTU | JSON

data returned by the serial port device into JSON format and reports it to
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the network device.
Penetrate: In Modbus poll mode, USR-DR13X will report Modbus RTU
data to the network device in original format.

This parameter is not valid in Modbus RTU/TCP mode.

Poll Timeout After enabling the Modbus poll function, if the USR-DR13X does not | 200ms
receive a response from the serial device within the specified time, it
will send the next Modbus query command.

Range: 50~65535ms

Poll Interval After enabling the Modbus poll function, USR-DR13X will will send | 10ms
Modbus query commands according to the set time interval.

Range: 1~65525ms

Abnormal Response | Open: Send abnormal response to network end Close

Close: Not send abnormal response to network end

Sending AT command to set the query command like the following picture.

& WUart Assistant BN - O x|
COM Canfigs | Datalog | UartAssist v5.0.2 @ 3
Channel |COM18 8L ‘l ,.
Baudiate[115200  « [2024-06-18 09:16:22 688]# RECV ASCII>

0K
Paivtits [NONE__~ [2024-06-19 09:15:30. 651]# SEND ASCIT>
Databits |8 -l t*modend=1, 0103000000018404 |
Stopbits I1 LI

Flowctl |NONE  »

K
© Open

[2074-06-15 09 1531 52014 SEHD ASCIT)
Recv Options at+modemd=2, 0203000000019DA4 ]

& ASCI O HEX

v Log Display Mode 3
[~ Auto Linefeed K
[~ Hide Received Data

[ SaveRecy o File ﬂé‘—l‘?‘ 09:15:35. 43114 SEND ASCII>
]at*z

AutoSeroll Clear

[2024-06-19 09:15:30. 735]# RECY ASCII>

[2024-06-15 09:16:31. 702]# RECV ASCIT>

[2024-06-18 09:15:35. 487]# RECY ASCII>

~Send Options
@& ASCIl " HEX K
¥ UseEscapeChars® | e

v Auto &ppend Bytes
[~ Send from File ...
[~ Cycle| 2000 ms

Shortcut Historwy

1& Databits

Data Send

§ Clear tl:lear

at+z

711/57

TX:895 Reset |

Figure 39. Query command setting

Open modbus slave tool, on the communication traffic page, users can see the received query command and

the modbus slave gives response. And on the network end device, users can receive the response data as the

following pictures showing.
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aim TEE/UDE Net Assistant
j File Edit Connection Setup Display View Window Help ~Seftings | [ Data Eecaiv SAVAGE V42—
O n% ™ == @ ko [1] Protocal {"1d": "I4ADZ0EEDEDO", "amd”: "0103000000018404”, “rsp”: “D10302000BFSES "} "
— I = TCF Server - [2024-06-18 15:33:60: 7451
ID=1:F=03 [“14": “IMAI20SEIEIO", “emd”: "0103000000013404", “r=p”: “010302000BF9E3 "}
2] Local host addi [2024-06-18 18:33:50: 7851
| Alias |132“381 182 _ﬂ {"1d": "[MAD2086DEDD”, "amd” : "0103000000018404", “rsp”: “0103020008F963 "}
E [3] Local host port E?U%%jjailﬂ 12 33:50,:,6403_,, PR "
o3 [“14": “IMAI20BEIET0", “emd”: "0103000000018404", “rsp”: “010302000BF9E3 "}
i 0 [2024-06-18 18:33:50:5851
= - [“1d": “I4AD20860ED0", “end”: "0103000000018404", “rsp”: “010302000BF983 ]
2| 0 [2024-06-18 15:33:50:932]
3 0 {1d": "4AD20860E10", "emd”: "0103000000018404", “r=p”: “010302000BF953 "}
=y Reev Options— || [2024-06-18 16:33:50:982]
4 o ™ Receive to file, {“14": “I4AD20BEIETO", “emd”: "0103000000018404", “rsp”: “010302000BF9E3 "}
s 0 Pl || roee e ey e .
i : [1d4": "D4AD20860ED0", “end”: "0103000000018404", “rsp”: “010302000BF983 "}
6| 0 [V Show timestanp [2024-06-18 16:33:51:078]
7 0 [" Receive as hex [“14": “IAI20BEIEI0", “emd”: "0103000000018404", “rsp”: “010302000BFaE3 "}
gl [~ Pause recsive [2024-06-18 18:33:51:1321
8| 0 [1d": “I4AIZ0B6IED0", “end”: "0103000000018404", “rep”: “010302000BF963 ]
o = Save... Cleer [2024-06-18 15:33:51:1301
L i e |[r1d":"D4AD2086IED0", "emd”: "0103000000018404", “rep”: “010302000BF953 "}
| [ detenss [2024-06-18 1833 5222
Bt Stop Cloar o T Deta from file.. [”1‘&N'”D4;\DZDBBDEDD{”cmd~'"DIDSDDDDDDDI&IDA”, “rsp”: “010302000BF983"} I

[~ huto checksun

|
|000223-7401 03 02 00 OB F9 83 B v
*Duuzzq—RiUl 03 00 00 00 01 84 OA ] et - - ‘
F000225-Tx 01 03 02 00 OB FC £3 I Send as HEX Clisats: | Al Comnections =] i zcomast |
000226-Rx:01 03 00 00 00 01 84 OA [~ Period 50000 m= | [ieep: s wmn. mzoft, on Q. 10585600
000227-Tx:01 03 02 00 OB F9 83 Tl = e
000228-Rx:01 03 00 00 00 01 84 OA =
000229-Tx:01 03 02 00 0B F9 83 } = — —_—
= R¥: 8396
000230-Rx:01 03 00 00 00 01 84 OA JF Reads! = | _Resst | g
000231-Tx:01 03 02 00 OB F9 83 e e e

000232-Rx:01 03 00 00 00 01 84 0OA
000233-Tx:01 03 02 00 OB F9 83
000234-Rx:01 03 00 00 00 01 84 0OA
000235-Tx:01 03 02 00 OB F9 83
000236-Rx:01 03 00 00 00 01 84 OA

Figure 40. Test result of Modbus polling function

4.4. Abnormal Response

If DR13X fails to receive a Modbus response data from the serial device within the set time limit or the

Modbus response data is incorrect, it will report an abnormal response to the network-end device.

Current Status

Network parameters Working Mode: | Modbus Multi Host Pall v |
Port Parameter Poll Timeout: {ms)(50~65535)

MQTT Gateway Poll Interval: {ms)(1~65535)
| abnormal Response: | Open ~] -]

EDGE Gateway

Ponit Parameters Save || Cancel

General Function

System Parameters

Module Management
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TCEAUDE Net Assistant

~Seftings ~Data Receive SAVAGE V422
(1] Protacal {"1d": “D4ADZOSEDEDO", “emd” : "0103000000015404", “r=p”: "01530B00F 7"} ~
] TCP Server vI [2024-06-19 09:20:34:930]
{"14": "D4ADZ0SEDEDD ", “emd” : "02030000000150A4", “r=p”: "02E30EFOFT "]
(2] Local host addr [2024-06-19 09:20:35:083 ]
|192-153-1-132 X {"id"; “D4ADZ08ETEDD”, “emd”: "0103000000018404", “rsp”: "01630B00F 7"}
(3) Local host port 5?0%4206_19 09:20:35}:’2933 ] o i
T {"1d": "I4ADZ0EEDEDD ", “emd " “0203000000018044 ", “rsp”: "02830BFOF7 "}
[2024-06-19 09:20:35:505]
{"1d": "I4ADZ0SEIEDO", “emd”: "0103000000015404", “r=p”: "01830B00F 7"}
[2024-06-19 02:20:35: 7151
JH"1d": "I4ADZ0SE0EDD”, “emd”: "0203000000019D44 ", “rep”; "02G30EFOET "}
Recv Optiens il [2024-06-19 09:20:35:930]
[~ Receive to file, .. | ||1"1d": "D4ADZ0SBIEDC", “emd”: “0103000000018404", “r=p”: "01830B00F 7"}
Bt e o [2024-06-19 09:20:36:145]
- {"1d": "I4AD20GADEDD ", “emd " “0203000000012044 ", “rep”: "02830BFOFT "}
[V Show tinestanp [2024-06-19 09:20:36: 355 ]
[" Receive as hex {"14": "D4ADZ0SEDED0 ", “emd”: "0103000000015404", “r=p”: "01630B00FT "}
[ iEee careive [2024-06-19 02:20:36:567]
{"1d": “D4ADZOSEDED0”, “emd” : "0205000000019044”, “rsp”: "0ZE30EFOFT "}
Sare..  Clew || [2024-06-19 09:20:36:772]
= : 114" "T4ADZ058DED0", "emd”: ”uwannnooumam;x[ “ysn” ”msamannﬂ”}]
EaE | [2024-06-19 09:20:36:991]
[~ Data from file... {"1d": “I4ADZOSEIEDD ", ”cma”:”0203000000019DA4”,
[~ huto checksum
[~ Send as HEX [l M
[~ Peried iEDDDU ms | http: /fwww. emsoft. en QR : 10865600
Load .. Clear Send
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Figure 41. The abnormal response of Modbus poll function
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Figure 42. The abnormal response of Modbus RTU/TCP
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5. Operation mode

5.1. TCP server

USR-DR13X User Manual

In TCP server mode, the TCP connection is initiated from the host (TCP client) to the USR-DR13X Series device server.

This operation mode supports a maximum of 16 simultaneous connections. Once the connection is established between the

DR13X series and the remote host computer (remote TCP client), data can be transmitted in both directions. The work mode

can be setin “serial port” tab.

Firmware Version: V4301
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Figure 43.

TCP server mode

« Client Overrun

Mechanism:
KICK: Kick off the
oldest connection
first, then connect
to the new
connection.

KEEP: When a new
connection comes
in, the handshake
is not processed
and no information
is returned.

« Client Access

Quantity:

When the module
is used as a TCP
Server, the
maximum value of
the Client allowed
to connect.

When the device work as TCP server, it allows up to 16 clients to access. The default is 4. We can test it with

test software. Setting of the software is shown in the following picture. Once the TCP connection is established,

the link indicator will turn on.

Protocol: TCP Client

Remote Host Address: 192.168.1.184 (the IP of USR-DR134)

Remote Host Port: 503 (the local port of USR-DR134)

The data transmission is shown in Figure 25.
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File(f) Options(Q) Help(H)
—COMSetting —COM port data receive—————— [ Metwork data receive —NetSetting:

F’ortNumICDM42 | | et sven usr. en [Receive from 192.165.1.154  503) : (1] Protocol
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StopB |1 bit 'I 503

@ Close |

@ Discon.nectl

~FRecvr Options
I Receive to file ..
v Add line retwn
[~ Receive As HEX
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~FRecvr Options
I Receive to file...
v 4dd line retwrn
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Save. .. Clear Save. .. Clear

~Send Options
[~ Data from file ...
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I Send Az Hex I Send s Hex
IE3EU9
[~ Send Reoycle Looalkest[192.168. 1 182 Fort [~ Send Reoycle

Fi
inan USE Technology Co., | Ro— :
Interval [1000 ms {12“ echnolagy Co i pi//en. s on e Interval [1000 ms
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& Read! | Send:B0 | Recv:32 Reset | (& Ready! | Serd:32 | Recv:EO Bleset

~Send Options

[ bute Checkzum

[~ Anto Clear Input

Figure 44. Test of TCP server

5.2. TCP client

When the work mode is TCP client, the remote device must work in TCP server mode. The USR-DR13X will

initiate the TCP connection and the remote server IP and port should be configured.
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Figure 45. TCP client mode

To test this mode, the test software needs to be TCP server, and the local port should be the same with the
remote port of USR-DR134. After the connection is established, we can see the IP and port of USR-TCP232-306, as

shown in the red box of the following picture.

s -——

Netwark data receive NetSetting Baud Rate: |115200 Ibps(600~230400)
Testlza 1) Protocel ] -
™
TCP Server| [oroam - Data Size: bit
2] Logal host IP Parity:

192.168. 1 .182

(3 Local host part
8234 of—

@ Dis connectl

~Recy Options

Stop Bits:

Local Port Number: (0~65535)

: 8234 (1~65535)
: |TCP Client +

PUSR’
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Feers

TCE Server Test data

Send
Load. . Clear
L& Ready! | Send:72 | Recv:98 Reset
Figure 46. Setting of USR device and test software
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save || cancel
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| File() Options(Q)
COMSettings:

Help(H)

COM port data receive

Network data receive

PortNum I CoM42 3
Baudn 115200 'l
DPaiy | NONE -]

DataB BB =
StopB 1 bit V'

: @ Close

Recy Options

[V Add line return
I Receive As HEX
™ Receive Pause

Save. .. Clear

Send Options

|~ Aute Checksum
|~ Auto Clear Input
I~ Send As Hex

| Send Recycle

Interval [1000 ms
Load .. Clear
1€ Ready!

5.3. UDP server

™ Receive to file. ..

™ Data from file ...

TCP Server Test data
TCP Server Test data

Test1234

X Peers: |192168.1.184:503 +

TCP Server Test data

Send

Send: 72

Reset [& Ready!

Test result of TCP client

Test1234
Send
Send : 98 Recv: 72
Figure 47.

USR-DR13X User

NetS ettings

(1) Protocol
TCP Server b
(2) Local host IP
192.168. 1 182
(3) Local host port ‘-‘

5234

© Disconnect

Recy Dptions

™ Receive to file...
¥ Add line return
I~ Receive As HEX

™ Receive Pause

Save. .. Clear

Send Options

™ Data from file ...
™ Auto Checksun

I~ Auto Clear Input
|~ Send As Hex

[~ Send Recycle

Interval (1000 ms
Load...  Clear
Recv: 98 Reset

Manual

UDP is a faster and more efficient transport protocol than TCP, but it is a connection-less transport protocol.

When the USR-DR134 works as UDP server, it doesn’t verify the source address. After receiving a UDP data packet,

the destination IP and port are changed to the one which send the UDP data to USR-TCP232-306.

Firmware Version: V4301

P

Current Status
Network parameters
Port Parameter

General Function

System Parameters

Module Management

USR

-IOT Experts-

Parameter “

Baud Rate:

Data Size:

Parity:

Stop Bits

7

Be Honest Do Best!

bps(600~230400)
bit
3 bit

[Local Port Number

: (503 | |(o~es535)

Remote Port Number:

8234 (1~65535)

[Work Mode

. [UDP Server v|

Remote Server Addr:

192.168.1.182

[192.168.1.182]

| P Data Filtering

" Ciose v ]

Short Connection Enable:

Short Connection Timeout

Client Overrun Mechanism:

Client Access Quantity

: (2~255)
& Jume

-

« Client Overrun
Mechanism:
KICK: Kick off the
oldest connection
first, then connect
to the new
connection.

KEEP: When a new
connection comes
in, the handshake
is not processed
and no information
is returned.

Client Access
Quantity:

When the module
is used as a TCP
Server, the
maximum value of
the Client allowed
to connect.

Save || Cancel

Figure 48. UDP server mode

For test software,

1.The local host port is the same with the remote port of the USR-TCP232-306,
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2.The remote host IP is IP address of USR-TCP232-306, and the remote port is local port of USR-TCP232-306,

3.Then serial device and network device can transmit data bidirectionally.
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Figure 49. Settings of device and test software

File(® Options(Q) Help(H)

 COMSettings  COM port data receive Network data receive  NetSettings
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BaucR |115200 - Serial data (2} Local hast IP
. NDNE = ocal host
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(3] Local host port
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Recv Options
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Reov Options

[ Receive to file...
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Send Options
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Figure 50. Test result

There is another condition, the local host port is not the same with the remote port of the USR-TCP232-306. If

so, the network test software must send the first data packet to USR-DR13X(work as UDP server).
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Figure 51.

Different UDP port

USR-DR13X User Manual

If we send the first data packet from serial to network, the data isn't transmitted successfully, the test result

can be seen in the following picture.
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Figure 52. Test result with no data
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If we send the first data packet from network to serial successfully, then we can also send the data from

serial to network successfully.
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5.4. UDP client
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Figure 53. Test result with data transmission

5.4.1. Transparent data transmission

In UDP client mode, DR13X will only communicate with target IP/Port. If data is not from target IP/Port, it

won't be received by DR13X.
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Figure 54. UDP client
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Figure 55. Test result of UDP client
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5.4.2. UDP data filtering

UDP data filtering can verify the data source when DR13X work at UDP Client mode and filter out IP and port
numbers that do not meet the conditions. This function can be enabled by built-in webpage, config software.The
remote server address can be set as host IP , broadcast IP.

If the target IP is 255.255.255.255; USR-DR 13X only determines whether the data source port is the same as the
device’s destination port. If they are the same, the network data is output from the serial port. If they are different,
the network data is discarded.

If the target IP is 192.168.1.255: USR-DR 13X judges whether the data source port is the same as the target port,
and judges whether the IP is an IP within the segment. The qualified data is output from the serial port, otherwise
it is discarded.

If the target IP is host IP like 192.168.1.182: USR-DR 13X determines whether the data source port and IP are the
same as the target port and IP of DR 13X. If the data is the same, the data is output from the serial port, otherwise
the data is discarded.
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Figure 56. Settings of UDP broadcast
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5.5. HTTP client

In HTTPD Client mode, TCP232-304 can achieve data transmission between serial port device and HTTP server.
User just need set TCP232-306 in HTTP client and set the HTTPD header and HTTP URL and some other related
parameters, then the data can be transmitted between serial device and http server.

The http connection of DR13X is short connection, if the device does not receive the data sent by the serial

port device after waiting for the pre-set time, it will actively disconnect. The default pre-set time is 3 second.
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according to user's
Httpd Chose: setting.
Httpd URL(<100byte): |/1.php? P eHTTPD Packet

Figure 57. Settings of Httpd client
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—COM Configs
Channel |COM4 HUE

Baudrate|119200  ~
Paritybits | MOME ¥,
Databits |2
Stopbits |1
Flowetrl | MOME 2t

@ Cloze

L

Diata log

UartAssist V5.0.2 <5 /%

GUARSE

“Recv Options———————
@ ASCI ¢ HEX
¥ Log Display Mode
v At Linefeed
[~ Hide Received Data
[~ SaveRecvtoFie..
AutoSeroll Clear

—Send Optiong

@ ASCI ¢ HEX

W Use Escape Chars (3
I Auto Append Bytes
I~ Send from File ..

I~ Cycle iEDDDD me

[2023-06-29 16:47:46.413]# SEND ASCH
data=httpdatatest

[2023-06-29 16:47:47 818]# RECY ASCIl>

HTTP/1.1 200 0K

Date: Thu, 29 Jun 2023 08:47.03 GMT

Server Apache/2 4.43 [wWink4) DpenSSLA1 1g PHR/Y 45
w-Powerad-Bu: PHR/7 4.5

Content-Length: 12

Content-Type: text/html; charset=UTF-8

hitpdatatest

[2023-06-29 16:47:56. 1601 SEND ASCI>

. |data=123456

2023-06-29 16:47:57 54314 RECY ASCI:
HTTR/M.1 200 0K
Date: Thu, 23.Jun 2023 08:47:13 GMT

" |Server Apache/2 4.43 [WinB4) OpenS5LA1.1.1g PHR/T 4.5

#-Powered-By: PHR/7.4.5
Content-Length: B
Content-Type: text/html; charset=UTF-8

123456

Data Send ||1.1Jcn¢ 2 RD@ 3.TYI® 4 DTR# 5. GHO# &.DSE# § Clear £ Clear

Shorteut History

data=123456

£ Ready!

47453 | F:1806E

T 758

Reset 1/41

Figure 58. Test result of httpd client

6. Additional features

6.1. Index function

The Index function is mainly to solve the problem that in the TCP Server mode, when the user has multiple

clients connected to the 30X and sends and receives data at the same time, the data source cannot be

distinguished or cannot be sent to a specific client.
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File Language Help

Operate ¥ia LAW [ Operate ¥ia COM

Device IF Device Hame HAC Ye...

USE-IE132

O“ Search Device

EEE R
| SEEERR RS, FROEREFIRETESIE
{i%E0 [ Mac : D4 AD 20 59 BA 94 ]
|FHEE R
[ERENRE
Bl RHEEE EA: a7

Operation Log | Hex Streams

Figure 59.
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Base Param (which iz without W, usually keep default)
IF Type %k HITF Fort
192, 168.0.7 Thae i m
Paszword m
Device Name

208, 67, 222 222
Index
User MAC (D4 AD 20 55 Ba 54 [ Reset

Rezet Timeout(s) 3600 Link

255, 266, 255,10

192, 165.0.1

[]Clear Buffer Data Before Conmected RFC2217
[] VART Set Farameter
Fort Param
Parity/Data/Stop Baudrate

Module work mode [TCP [1ient A Local Port l:l
RemoteIP |192.168. 0. 201 Remote Port 8234
Short Comnnection time 4

[ Short Connection

TCP Server—kick off old comnection

Heartheat

Heartbeat Facket Type |Home ~
Register

Register Facket Type |None ~

v Save Confiz

Settings of index function

When the TCP connection is established, the serial will out put the connection order showing in the red

rectangle. And when the clients send data to serial device, the DR13X will prefixes the data with a serial

number like 11, 12.

When the serial device needs to send data to a specific client, such as sending data to the first client, you can

add 01 in front of the data, such as we send OTwww.usr.cn meaning sending www.pusr.com to the first clients.

We can see the result in the following picture, the data is send to the first client only as indicated by the blue

arrow.
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UartAssistant Y - O %

~COM Configs——— Diatalog UartAssist V602 <3 O3 '?:]t:‘:”gs' ‘ Datalog HetAssist V5.0.2 G 3
Channel [COM4 ¢ T rotocol

Baudrate|115200 = [2023-07-03 §4:07:40.411]# RECY ASCI I TCP Clignt -rI
C11

12 Remate Host Addi [2023-07-02 14:07:52 58614 SEND 45011
[2023-07-03 J4:07.47 3124 RECY 45011 1721611.102 33333333
22

[2023-07-03 14.08:02. 208]# RECY ASCIl>
AL DLIST. COM

[2023-07-03 14:07:40.366]# The server is connected from local 172.16.10.15%61106

Paritybits |[MOME =
Databits |&
Stapbits |1
Flowetl |MONE T,

[2023-07-03 140752 64211 Sl
PR 1133333333

Remate Host Part

;8899

[2023-07-03 §4:07:43 341]H RECY ASCI
33

I'EE'-/ Network Assistant 'Tw
Sep® | Datalg NetAssist V5.0.2 G L0
Protocal

I TCF Client i [2023-07-073 14:07:47. 25418 The server is connected from local 172.16.10.18561113

Ss ol [2023-07-03 14 07:67 182]H SEND A5CI1>
T2 16110 o] 44444

[31Remote Host Port
ez

BIARRE

i

. ([2023-07-03 140757 2534 RECY ASCII>
i

Recy Dptions- 244444444

& ASCI  HEX
. 5 112023-07-03 14:07:59.071 4 RECY ASCIl
¥ Log Display Mode ( |25EEEES

¥ Auta Lineteed

[2023-07-03 14:08:02
[ Hide Received Data | O i e i
[~ SaveRecv taFile

AutoSerall Clear

2t g Networnk Assistant JN - O3

—Send Optiohs-
& #SCI  HEX
¥ Use Escape Chars (@
[~ Auto Append Bytes
[~ Send from File ...
™ Cocls [50000 ms 07 wrawy. puast, com

Setings | Datalog MetAssist V5.0.2 G %
111 Pratocal

[ Clignt . [2023-07-03 14:07:43.780]# The server is connected from local 172.16.10.155:61174
i

Data Send ii1.ncu¢/zzﬁu¢ ITD® 4DIR® S.GIO# 6.D0SR8 § Cear 4 Clear 121 Remate Host [2023-07-02 14,0759 014]# SEND ASCIl3

[i721e 11102 (] | [55555%

| [31 Remate Host Port
8a99

1€ Readyl [ 19/4 | R¥:130 [ TH:54 Reset | S
@ Disconnect

Figure 60. Test result of index function

Send

Shorteut History

6.2. User-defined webpage

USR-DR13X supports user-defined webpage. User can make revision as LOGO/NAME on the basis of USR-
DR13x’s webpage to realize the personalized applications.

Users can download the original webpage: https://www.pusr.com/support/download/Customized-
Webpage-USR-DR13X-Customized-Webpage-V2-05.html

Search the USR device using Ethernet Tool downloaded on chapter 2.1.1, right-click the searched device,
select upgrade webpage. It will navigate you to a new page, just as the following picture.
Destination IP: The IP address of USR-DR132/134.
Port: 1501(fixed).
Start address: 8046000(fixed)
Maxsize: 2B000(fixed)
Select path: the path of the user-defined webpage file.
Then click upgrade button to upgrade the webpage.

Note: the webpage file should be less than 172K bytes, or the webpage upgrading will fail.
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Device i 68.1.245 306 D4AD2000004D 17
DevicelP DeviceName MAC Ver Web
s =ls e R S e |
Web config
Restore Factory
FiE Destination [P |1 Fart 11501 vl
Web Upgrade |
Start Address I
M axSize I
Select Path I ......
T Upgrade
| Basic Set
Basic Set
1P Type: |DHCP/AUto IP
ModuleStaticlP: 192.168.0.7 |Not Connected
SubnetMask: 255 255 355 0 SubnetMask: 255.255.255.0
Gateway:  192.168.0.1 Gateway: 192.168.0.1
Save Save
DevicelP DeviceName MAC Ver Web

192.168.1.245 306 DAAD2000004D

Chinese

Destination [P [1921681.245  Port {1501 |

Start Address |ED4EUUD

MauSize |2B000

Select Path  |D:MsDR13x

Basic Set
Upgrade

=

Bin save finished [Connected

Figure 61. Webpage upgrading

6.3. Firmware upgrading

Open Ethernet tool and search the USR-DR13X device, right click the searched device and select upgrade
firmware. Note that when upgrading firmware, the firewall and other network adapter should be closed, or the

firmware upgrading maybe fail.
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@ EthernetTool V1,40 -

| Device 3
DevicelP DeviceName MAC Ver Web
Device &3 192.168.1.245 306 D4AD2000004D 4304 7

DevicelP DeviceName MAC Ver Web
A aoan 117
Reboot

Web confg [ —

Restore Factory Wotaat Pl Rsikle Sewwell W Wtiriie wofeare

Web Upgrade | A

Bex WAL adiv: DAL

1192.1685,1. 245

Lecal TP b 192,188,117 -

ila solsction.

R BV USHIR13372. D 06 2004121 386543 Bl |
- nip v
Basic Set -

IP Type:

ModuleSta

Cushnath)

Figure 62. Firmware upgrading

7. Warranty

8. Contact Us

Jinan USR 10T Technology Limited

Address : Floor 12 and 13, CEIBS Alumni Industrial Building, No. 3 Road of Maolingshan, Lixia District, Jinan,
Shandong, China

Official website:https://www.pusr.com

Official shop:https://shop.usriot.com

Technical support: http://h.usriot.com/

Email : sales@usriot.com

Tel : +86-531-88826739

Fax : +86-531-88826739-808

9. Disclaimer

The information in this document provided in connection with Jinan USR loT technology ltd. and/or its affiliates’
products. No license, express or implied, by estoppel or otherwise, to any intellectual property right is granted by
this document or in connection with the sale of USR loT products. EXCEPT AS SET FORTH IN THE TERMS AND
CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT, USR IoT AND/OR ITS AFFILIATES
ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING
TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL USR IoT AND/OR ITS AFFILIATES BE LIABLE

FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT
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LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF USR IoT AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. USR loT and/or its affiliates make no representations or warranties with
respect to the accuracy or completeness of the contents of this document and reserves the right to make changes
to specifications and product descriptions at any time without notice. USR IoT and/or its affiliates do not make

any commitment to update the information contained in this document.

10. Revision History

Version Date Author Description

V1.0.3.01 2017-09-20 Established

V1.04 2023-07-03 May Liu 1. Add description of Modbus
Gateway

2. Add description of Multicast

V1.0.5 2024-01-24 May Liu 1. Add description of MQTT
gateway, edge computing, user-
defined webpage and firmware
upgrading.

2. Modify the description of

Modbus gateway
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